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FDA - Industry CSA (FICSA) Team Members
April Francis
IT DIRECTOR, QUALITY ASSURANCE GOVERNANCE

April Francis serves as an IT Director of Quality at Medtronic. In this role, April
oversees the processes and alignment to regulations and standards used by
Global IT for Medtronic. These processes cover technologies for non-product
software enterprise solutions, mobile medical applications, and services which
support the business. April has more than 15 years of professional experience in
quality; supporting information technology & research and development within
the medical device and pharmaceutical industries.

Francesca “Frankie” Bill
IT MANAGER, QUALITY ASSURANCE GOVERNANCE

Francesca ‘Frankie’ Bill, IT Manager, compliance steward, and process owner at
Medtronic, plc. Frankie has more than 20 years of professional experience in
quality; supporting information technology, clinical, research and development,
and manufacturing operations within the medical device and pharmaceutical
industries.
Important fact on Frankie, she chairs and volunteers at various levels of the
Veterans of Foreign Wars Auxiliary. She is currently serving as the National
Ambassador, Scholarships Program.

Khaled Moussally
EXECUTIVE VICE PRESIDENT CLIENTS & REGULATORY RELATIONS

Khaled is a Quality & Compliance executive and a thought leader providing cutting-edge solutions to Life
Sciences industry. After spending over 25+ years with corporate in IT, Manufacturing and Quality, Khaled
transitioned into consulting to bring about a paradigm shift in Quality & Compliance by leveraging his
experience with regulatory agencies. Khaled is a key participant of the MDIC “Case for Quality Initiatives” and
a member of the “FDA – Industry CSA team” contributing to the FDA draft guidance “Computer Software
Assurance (CSA) for Manufacturing, Operations, and Quality System Software”. Khaled is on the “ISPE GAMP
America Steering Committee” and has co-presented with the FDA in numerous industry conferences on how
to reduce CSV cycle times while enhancing quality by applying CSA concept.

Stephen Cook
VP, QUALITY AND COMPUTER COMPLIANCE

Stephen Cook has 20+ years of experience in the field of computer systems validation and is an expert on
Computer Software Assurance (CSA). Stephen believes that a strong partnership between IT, Quality and the
business can lead to creative solutions and that the really good work gets created outside the SOP. He’s held
numerous roles in IT, manufacturing and quality. Stephen has implemented CSA at numerous clients including
the development, deployment and training of end to end CSA SOPs and associated templates. Stephen has copresented with clients on the success stories of his CSA implementations in several events and is an advocate
of common-sense approaches over dogmatic ideas.
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Agenda
❑ Meet the “FDA-Industry CSA Team”(FICSA) Members!
❑ Cultural Barriers Paralyzing Industry
❑ Risk Assessment CSV-Paper Process Vs CSA-Paperless
❑ Medtronic Automated Risk Based
❑ Next Steps
❑ Questions?

Objectives
❑ Start thinking how you want to implement CSA
❑ Digitize your current paper CSA processes
❑ Create awareness to accelerate innovation and realize value

❖ No need to wait for the FDA Draft Guidance to be released
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FDA - Industry CSA Team (FICSA)
Company

Name

Baxter Healthcare

Tina Koepke

Boston Scientific

Damien McPhillips

Boston Scientific

Ray Murphy

Compliance Group

Khaled Moussally

Edwards Lifesciences

Andy Lee

FDA

Cisco Vicenty

Fresenius Medical Care

Bill D'Innocenzo

Fresenius Medical Care

Marc Koetter

Gilead Sciences

Ken Shitamoto

Gilead Sciences

Senthil Gurumoorthi

Johnson and Johnson

Ron Schardong

Company

Name

Johnson and Johnson

Reggie George

Lantheus Imaging

Lou Poirier

Medtronic

Frankie Bill

Medtronic

Michael Branch

Medtronic

April Francis

NeuroVision Imaging

Pepe Davis

Ortho-Clinical Diagnostics

Des Chesterfield

Siemens Digital Industries

Jason Spiegler

Siemens Digital Industries

Greg Robino

Roche

Thorsten Ruehl

Omnicell

Frank Meledandri Sr.

Join FICSA LinkedIn Group

Contributions also provided by past team members:
Stacey Allen, Jason Aurich, Sean Benedik, Laura Clayton, Bill Hargrave, Joe Hens, Scott Moeller, John Murray, Penny Sangkhavichith, Dana Guarnaccia, and
Curt Curtis.
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FDA CDRH Fiscal Year 2020 (FY 2020) Proposed Guidance
Development
A-List: Prioritized Guidance Documents that CDRH Intends to Publish in FY2020

Draft Guidance Topics
❑

Content of Premarket Submissions for Cybersecurity of Medical Devices of Moderate and Major Level of Concern

❑

Surgical Staplers and Staples – Labeling Recommendations

❑

Non-binding Feedback After Certain FDA Inspections of Device Establishments

❑

Select Updates for Recommendations for Clinical Laboratory Improvement Amendments of 1988 (CLIA) Waiver Applications for Manufacturers of In Vitro Diagnostic Devices

❑

Recommendations for Dual 510(k) and Clinical Laboratory Improvement Amendments Waiver by Application Studies

❑ Computer Software Assurance for Manufacturing, Operations, and Quality System Software
❑

Patient Engagement in Clinical Trials

❑

Guidance for the Content of Premarket Submissions for Software Contained in Medical Devices

❑

Lifecycle Regulatory Requirements of Medical Device Servicing (Device Servicer vs Remanufacturer)

❑

Guidance on an Accreditation Scheme for Conformity Assessment of Medical Devices to FDA-Recognized Consensus Standards (ASCA).

FDA announcement link. https://www.fda.gov/medical-devices/guidance-documents-medical-devices-and-radiation-emittingproducts/cdrh-proposed-guidances-fiscal-year-2020-fy-2020
www.fda.gov
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CSA Revolution Series By the FDA - Industry CSA Team (FICSA)

❑ Game Changer Kick Off Webinar Series
Started back on April 23rd, 2020

❑ Compliance Group / CSA White Paper
https://complianceg.com/whitePaperRegistration

CSA Game Changer Webinar with the Cisco Vicenty from FDA - April 23

❑ Want to catch-up on previous CSA Episodes?
https://complianceg.com/webinar
Episode 1 - Gilead Sciences - CSA Journey - July 9
Episode 2 - Johnson & Johnson - CSA Case Study on MES - July 23
Episode 3 – Fresenius CSA Journey Panel Discussion w /FDA & Siemens - August 6
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Cultural Barriers Paralyzing Industry
For software not used in product, manufacturers refer to significantly more burdensome guidance (20+ years old),
based on Fear of a 483, based on prior FDA Investigations and 3rd Party Consultants.
“We are risk-based…
everything is high risk!”

“We validate all Software…
like product Software!”

“Most deviations are documentation errors,
not Software bugs - we trip over ourselves!”

“It took 4x longer for CSV
than the actual analysis!”

“Data mining? We looked at purchasing an
inexpensive BI tool, but CSV cost was too high.”
“The real pain no one discusses, is the CSV burden
over the lifecycle of maintaining software.”

“What If analysis not practical to maintain”

“Too much documentation – lot
of overhead for little value!”

Summary of Impact
• Manufacturers are reluctant to invest
• When they invest, the documentation
burden is excessive (not commensurate
with Risk) impacting “Time to Value”
• Cybersecurity (Enterprise) risk increases
➢ Slow to upgrade/ implement patches due
to “revalidation” lifecycle burden

• Impacts on all Centers across FDA!
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CSV Customer Example
Customer’s Example.
This is the paper documentation for just one
software.

A company with 20 GxP systems is estimated to be burning
at least $100,000 per year due to these inefficiencies.

Issues with current paper-based process
•

100% paper process with overhead from handling paper-based records
– collating, printing, signing, scanning, archiving & retrieving are
impacting speed of delivery.

•

Traceability Issues – Traceability is time consuming & error prone due
to manual process

•

No Reusability of artifacts.

•

No Visibility into validation of similar systems.

•

Slow, offline, email document review cycles.

•

Siloed, paper-based Test and Defect Management cycles.

•

Aging paper-based change controls and deviations.

•

No intelligence on types of issues or changes.
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Risk Assessment: FMEA (because Big Brother expects it, right?)
Requirement
#
FS-0106

FS-1919

FS-2009

FS-0712

FS-0414

Description

Risk Analysis
Failure

The system shall allow for role-based
security with the following roles:
•
Compliant Owner
•
Complaint Investigator
•
Complaint Approver

Incorrect function is
applied to a user
role.

The system shall automatically adjust
extrusion tension based on tubing wall
thickness monitoring during the
manufacturing process.

Tension is not
updated due to
inaccurate
monitoring
feedback.

The system shall display a record-level
audit trail report that captures all
relevant information (who / what /
when), in additional to all before and
after field changes.

Audit trail does not
capture all required
information.

The system shall feature guide text
above the CAPA due date that instructs
the user to not select the current date.

User selects the
current date and
reporting metrics
are inaccurate.

The system shall include required fields
for:
•
Description
•
Record Owner
•
Quality Approver
•
Due Date

Record is advanced
with missing
information needed
to ensure timely
tracking and closure.

Severity

Rationale

Low

N/A

High

Could result in
nonconforming product
being released.

Low

Low

N/A

N/A

Prob.

Low

Med

Low

Low

Rating

3

1

3

3

Detect.

Med

L

Low

High

Priority

Low

High

Med

Low

Measures / Mitigations
Roles are matrixed and
reviewed during IQ and OQ
testing.

Random sampling
of downstream
quality checks.

Audit trail is
configured
and verified.
Routine
audit trail reviews and periodic
are conducted.
Use and Operations SOP
includes the same information.

System prevents a record from
advancing without the
required fields.
Med

N/A

Low

3

High

Low
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Risk Assessment: CSA
Requirement
FS-0106
FS-1919
FS-2009
FS-0712
FS-0414

Patient / Product /
Data Impact
None
Direct
Indirect
None
None

Functional
Complexity
OOB
Custom
Configured
Configured
Configured

Risk Rating / Test
Assurance
1
5
3
1
1

Testing Approach
Wide-spread use
Robust Scripted
Unscripted
Vendor Audit
Vendor Audit

Same requirements as above:
• Reduced subjectivity
• Rapid analysis
• Still drives testing
• How much time does an FMEA take? How much
time could you save with this risk and drive better
testing.
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Risk Assessment: Polarion / CSA
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CSA Customer Example
Customer’s Example.
Your automated validation documentation for all your systems.

The combination of Paperless ALM system and CSA concept,
results in efficiencies.
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PAVING THE WAY FOR A NEW QUALITY CULTURE
System Level

RISK BASED TESTING FOR IT SOFTWARE
A software system is:
Validated – part of the IT quality processes impact per Val plan
Non-Validated – not part of the IT quality process per scope doc
Change Level Risk
HIGH
• Add traceability from
Requirements to Design
to Test case

Change Level Risk
MEDIUM
• Standard traceability
Requirements to Test cases

• Test all new
requirements

• Formal testing of all new
requirement for IT system
testing

• Execute formal
regression testing

• Informal execution of
regression testing
• Informal execution of UAT
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Change Level Risk
LOW
• Standard traceability
Requirements to Test
cases
• Informal testing for IT
system
• Informal testing for UAT

CSA RISK MANAGEMENT AUTOMATION POLARION

WHAT IS IT

An application lifecycle
tool that manages
software development projects
14

IT QUALITY PAIN POINTS & SOLUTIONS
Repeat Issues
Missing Quality deliverables

Unable to find Quality deliverables

Polarion Solutions
Workflow auto-populates required quality
deliverables based on project type
Deliverables organized by system >>
project/change

Project resources missing RBT evidence

User Access requires RBT completion

Quality deliverable sequence issues

Workflow enforces sequence

Incorrect template version used

Auto-populates current version and highlights
deltas if using previous approved deliverable

Deliverables have embedded files or links
Incorrect or missing approvals
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Automatically removes embedded files or links
in rendering deliverable
Auto-populates minimum required roles per
deliverables type

POLARION
Benefits

USE IN MEDTRONIC NON-PRODUCT SOFTWARE
√ Reduce CAPAs, Audits and time needed to reconcile these issues
√ Automate IT’s validation processes while supporting a unified and
consistent IT demand process
USER FRIENDLY

TRACEABILITY ENDTO-END

• Easy to adopt, use and
support

• Central repository for living
validation documentation

• Electronic signatures
21CFR Part 11 compliant

• Flexible process for
validated and nonvalidated
applications/projects

• Real time template updates
applied to new documents

• System of record for
validation status

• Eliminate paper execution of
methodology

• Ability to support ondemand IT audits

• Migration of existing data
(documents, QC)

• Cross-functional reporting

• Repeatable process
execution across the IT
organization
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IMPROVED
DOCUMENTATION

POLARION
RISK BASED TESTING
CSA Approach on Risk Rating
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Medtronic Approach on Risk Rating

POLARION
LOGIC FOR ‘TEST STANDARD’ CUSTOM FIELD

Medtronic Approach on Risk Rating
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Next Steps
❑ Start thinking how you want to implement CSA
❑ Digitize your current paper CSA processes
❑ Create awareness to accelerate innovation and realize value

❖ No need to wait for the FDA Draft Guidance to be released

WAITING!
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FDA - Industry CSA (FICSA) Webinar’s Schedule
COMPANY

DATE

EPISODE #

September 17th

6

TOPIC /GUEST(S)
Open discussion with Lou Poirier, IT Director: CSA - Organizational Culture Change

Register Here Episode 5 September 3rd
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Questions?
Contacts
Khaled Moussally - k h a l e d @ c o mp l i a n ceg .c o m
Stephen Cook - s te p h e n @ c o mp l i a n c eg .c o m
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BONUS MATERIAL / APPENDIX SLIDES

The Meat - “FDA - Industry CSA Team Recommendations”
Note: All of these concepts fall within and comply
with current FDA Regulations!

WAITING!
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Focus on Assurance

www.fda.gov

Shift the discussion

What does FDA care about? Risk
Considerations
• Direct impact to device quality and device safety that
also has a direct patient safety risk
• Directly impacts physical properties of the product or
manufacturing process identified as essential to device
safety or device quality by the manufacturer
• Measures, inspects, analyzes, and or dispositions the
product or process
• Determines acceptability or performs process corrections
without human intervention, awareness, or review
• Directly impacts labeling, instructions for use, or direct
alerts or communications to the user
• Automates surveillance, trending, or tracking of product
quality or patient safety issues identified as essential by the
manufacturer
www.fda.gov
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Appropriate methods and activities for
software assurance
• Take a least-burdensome approach – focus on value for the Manufacturer, not
the Investigator.
• Leverage existing activities and supplier data. Do not reinvent the wheel; take
credit for work already done
• Leverage use of process controls to mitigate risk
• Use Computer System Validation tools to automate assurance activities
➢ Scope of 21 CFR 820.70(i) is applied when computers or automated data processing
systems are used as part of production or quality system.
➢ FDA does not intend to review validation of support tools. Manufacturer
determines assurance activity of these tools for their intended use.
➢ Part 11 narrowly scoped and is under enforcement discretion apply appropriately

• Use Agile testing methods and unscripted testing as appropriate
• Use electronic data capture and record creation, as opposed to paper
documentation, screen shots, etc
• Leverage continuous data and information for monitoring and assurance
www.fda.gov
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Acceptable record of results
Assurance Approach

Test Plan

Test Results

Record (Digital Acceptable)

Unscripted Testing:
Ad-hoc (with leastburdensome
documentation)

• Testing of features and functions
with no test plan

• Details regarding any
failures/deviations found

•
•
•
•

Summary description of features and functions tested
Issues found and disposition
Conclusion statement
Record of who performed testing and date

Unscripted Testing:
Error guessing

• Testing of feature and function failmodes with no test plan

• Details regarding any
failures/deviations found

•
•
•
•

Summary description of fail-modes tested
Issues found and disposition
Conclusion statement
Record of who performed testing and date

Unscripted Testing:
Exploratory Testing

• Establish high level test plan
objectives for features and functions
(no step-by-step procedure is
necessary)

• Pass/fail for each test plan
objective
• Details regarding any
failures/deviations found

•
•
•
•
•

Summary description of features and functions tested
Result for each test plan objective – only indication of pass/fail
Issues found and disposition
Conclusion statement
Record of who performed testing and date

Scripted Testing:
Limited

• Limited Test cases (step-by-step
procedure) identified
• Expected results for the test cases
• Identify unscripted testing applied
• Independent review and approval of
test plan.

• Pass/fail for test case identified
• Details regarding any
failures/deviations found and
disposition regarding fails

•
•
•
•
•
•

Summary description of features and functions tested
Result for each test case - only indication of pass/fail
Issues found and disposition
Conclusion statement
Record of who performed testing and date
Signature and date of appropriate signatory authority

Scripted Testing:
Robust

•
•
•
•

• Pass/fail for test case
• Details regarding any
failures/deviations found and
disposition regarding fails

•
•
•
•
•
•

Detailed report of assurance activity
Result for each test case - only indication of pass/fail
Issues found and disposition
Conclusion statement
Record of who performed testing and date
Signature and date of appropriate signatory authority

www.fda.gov

Test objectives
Test cases (step-by-step procedure)
Expected results
Independent review and approval of
test cases.

PAPERLESS VALIDATION TOOL

Polarion CSA Package
Shorter Cycle
Times

Compliant

Paperless /
Contactless

CSA
Methodology

Industry
Leading ALM

Siemens
Polarion

Siemens Polarion CSA Template
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Polarion CSA Screenshots

Polarion CSA Screenshots

