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Medical Device Innovation Consortium (MDIC) 

Medical Device Cybersecurity Benchmarking via MedTech Joint 

Security Plan 

Request for Proposals (RFP) 

The Medical Device Innovation Consortium (MDIC) is seeking a contractor to collect, synthesize and 

report on healthcare industry maturity data and learnings submitted from medical device companies that 

leverage the MedTech Joint Security Plan (JSP).  

Background 

MDIC recognizes that healthcare is a critical infrastructure vital to the United States. Cybersecurity 
threats can have a debilitating effect on healthcare, national economic security, and national public 
health or safety. As such, MDIC is focused on making meaningful contributions to advance cybersecurity 
as it relates to medical devices.  
 
The U.S. Food and Drug Administration’s (FDA) Center for Devices and Radiological Health (CDRH) has 
issued guidance to address cybersecurity as part of their ongoing effort to ensure safety and effectiveness 
of medical devices across their lifecycle. It is recommended manufacturers build risk management 
programs that span premarket from early design, through development of products, and into the post 
market environment. 1, 2 
  
Some medical device manufacturers have implemented cybersecurity programs derived from the JSP. 

MDIC believes that coordinated cybersecurity vulnerability processes and portals are integral to a 

comprehensive approach to counteract cybersecurity threats.  

About MDIC 

The Medical Device Innovation Consortium (MDIC) is the first public-private partnership created with the 

sole objective of advancing medical device regulatory science throughout the total product life cycle. 

MDIC’s mission is to promote public health through science and technology and to enhance trust and 

confidence among stakeholders. We work in the pre-competitive space to facilitate development of 

methods, tools, and approaches that enhance understanding and improve evaluation of product safety, 

quality, and effectiveness. Tools and methods are made available to the public to benefit the broader  

 

1 Reference FDA Guidance, Content of Premarket Submissions for Management of Cybersecurity in Medical Devices. October 2, 2014. 
2 Reference FDA Guidance, Postmarket Management of Cybersecurity in Medical Devices. December 28, 2016. 
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medical device and healthcare ecosystem. Our initiatives improve product safety and patient access to 

cutting-edge medical technology while reducing cost and time to market. 

More information on MDIC is available at: http://www.mdic.org  

Project Concept and Ownership 

The goal of this project is to provide a common method and rubric for the medical technology industry to 
measure cybersecurity maturity and benchmark across the industry to drive common improvements that 
reduce overall cybersecurity risk. We will establish the industry benchmark based on a collection of 
medical technology companies and stakeholders contributing their JSP Maturity Model metrics, which are 
aggregated and reported anonymously. This will enable individual medical technology companies, HDOs, 
and other stakeholders to establish long-term strategic plans to increase their cybersecurity maturity and 
track their progress along the way. We want to get to a place where cybersecurity requirements are 
defined, quantitatively managed, and optimized across the healthcare industry driving to a state where 
we proactively monitor and control all cyber risks. 
 

This RFP will identify a contractor to engage with medical device companies, synthesize information on 

organizational maturity based on the CMMI model per the JSP, and share the aggregated data, in a report 

format that will then serve as a “benchmark” for medical device companies interested in assessing their 

own cybersecurity maturity. All information developed through this project, including during the RFP 

process, will be owned by MDIC.  

MDIC’s Role 

MDIC staff will oversee the management of this project and provide approval for any interim and final 

deliverables.  

Details and Requirements 

Proposals should specify a plan for utilizing the JSP to complete the following requirements: 

1. Align with best practice for cybersecurity/organizational maturity?  
a. What are the bodies of work? 
b. How do they operate at a high level? 
c. Align to the JSP current best practice. 

2. Which of these best practices should be duplicated in future efforts by other medical device 
manufacturers?  

3. What are the legal, regulatory, and business risks associated with participation? 
a. Document rationale 

4. What measures are used to determine effectiveness and quality of data reported? 
5. How will information be managed? 

a. How will data be collected?  
b. How will data be transported and secured in transit? 
c. Where will data be stored and how will the data be protected while stored? 

http://www.mdic.org/
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6. How do organizations that want to participate in the benchmarking initiative obtain organizational 
buy-in surrounding the sharing of their data?  

a. What are the barriers and challenges that they should be prepared to address? 
 

7. The plan should include synthesizing this research and delivering a final report (“benchmark”). The 
plan should include an approach that maintains applicable confidentiality of respondents and 
companies. 
 

8. The plan should include a timeline and outlined deliverables (see below) and presenting the results 
of the work at the 2021 MDIC Annual Public Forum (MAPF), scheduled at a time TBD. 

Submission Components 

To enable MDIC to evaluate the submission, the responding proposal must include the following:  

• Cover letter with Contractor’s primary point of contact. 

• A plan for conducting healthcare cybersecurity benchmarking via the JSP. 

• The proposal must comply with the guidelines outlined above and not to exceed 10 pages, with 

a minimum font size of 11. 

• A timeline for completing the required deliverables. 

• Agreement that this work is being completed pro bono. 

• Experience summary: what similar projects have you conducted (describe without disclosing 

confidential information) 

MDIC encourages interested parties to arrange a teleconference with MDIC to discuss potential 

submissions, including whether late submissions will be considered. (Jithesh POC) 

Confidentiality 

MDIC operates in a dynamic business environment. Throughout this RFP process, respondents will gain 
access to information considered confidential by Members of the Consortium. The confidential 
information includes this RFP, and all information and materials relating to the business and processes of 
the Consortium. MDIC requires that respondents will maintain confidentially of all such information. Only 
MDIC shall have the right to release any publicity concerning this RFP. 

Period of Performance 

TBD, but before the 2021 APF.  

Deliverables to be completed within the period of performance  

MDIC staff will approve each of the following deliverables and interim deliverables. These deliverables 

represent a minimum set of required deliverables. Additional deliverables can be proposed within the 

application. 
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Deliverable Associated Interim Deliverables 

1. Research plan, data collection 
techniques, and identification of data 
sources 

a. Draft plan (RFP)  
b. Final plan 

2. Healthcare Cybersecurity industry 
benchmark report 

a. Outline of report  
b. Draft of report 
c. Final report 

3. Presentation at MDIC MAPF (May 
precede final report completion) 

a. Draft presentation materials 
b. MAPF presentation  

 

Review Process 

Responses to this RFP will be reviewed by MDIC staff. MDIC staff reserve the right to contact applicants 

with additional questions during the review period. MDIC staff reserve the right to consult any MDIC 

member organizations during the review and evaluation of RFP process. Responses will be reviewed for 

completeness and appropriateness of the responses as they pertain to the required submission 

components. MDIC will consider both the programmatic aspects of the proposal, as well as the 

anticipated cost with the programmatic elements of the proposal receiving greater weight. MDIC may, for 

example, choose a costlier proposal if its programmatic offering warrants the premium. However, as 

potential contractors’ programmatic offerings move toward equivalency, cost will gain in importance. 

MDIC’s selection of a contractor will be contingent on the parties executing a mutually acceptable 

contract on or before TBD. MDIC reserves the right to terminate contract negotiations at any time and 

select another contractor if it determines that it is unlikely that an agreement will be executed in a timely 

manner.  

Timeline   

• Deadline for Proposal Submission: October 30th, 2020 by 5 PM ET 

• Award Date: November 13th, 2020  

Contact for RFP: 

Please send questions or indication of interest to Jithesh Veetil, Program Director MDIC:  

cybersecurity@mdic.org 

Proposal must be submitted by October 30, 2020 via this form. 

 

 

mailto:cybersecurity@mdic.org
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