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1 EXECUTIVE SUMMARY
BACKGROUND
The cyber threat landscape is constantly evolving, with each innovation opening new threat vectors.
This is as true for the medical technology industry as it is for any other, with the added concern of
patient safety. Because of this, it is critical that Medical Device Manufacturers (MDMs) assume a
proactive stance toward cybersecurity.
While a reactive posture may work for other industries, there is simply too much
at stake for MDMs to not strive for a “left of boom” approach to cyber, in which
robust cybersecurity protocols are in place before a cyberattack occurs.
In April 2021, the Medical Device Innovation Consortium (MDIC) and Booz Allen signed a
collaboration document in which Booz Allen agreed to provide services for the first ever industry
benchmark that would assess the cybersecurity maturity of the medical technology industry. In close
collaboration with MDIC, we selected a metric – the Healthcare Sector Coordinating Councils’
(HSCC) Joint Security Plan (JSP) – and designed and promoted a survey of MDMs.

THE PURPOSE OF THIS BENCHMARKING REPORT IS TO
1

2

3

Describe the current state of cybersecurity in the medical
technology community
Provide MDIC, HSCC, and cybersecurity leaders in the medical
technology community with actionable insights to support the
development and enhancement of cybersecurity practices
Serve as a companion piece to individualized reports Booz Allen
prepared for participating MDMs to showcase where each
compared to the cohort’s cybersecurity maturity

This report would not have been possible without the enthusiastic support and collaboration of
participating MDMs.
This report aims to provide the MDIC and HSCC with insights that will guide their efforts to enhance
cybersecurity practices in the industry. The two organizations will direct resources to drive
improvement in areas of weakness identified in the survey. MDMs should also use the findings in the
individualized reports to set appropriate targets that improve their own cybersecurity practices while
raising the bar across industry.

METHODOLOGY
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Participating MDMs self-reported their cybersecurity practices in response to 44 questions in four
categories1 derived from the JSP. Responses were scored according to the Capability Maturity
Model Integration (CMMI) framework, which the JSP recommends assessing the maturity of
products and services. The CMMI scale used here ranges from 0 (“Not Initiated”) to 5 (“Optimized”).
Note that of the 44 total questions, only 6 (14%) questions could receive scores above level 3
(“Defined”). These questions are flagged below.
Please note that that this analysis is based solely on the responses of MDMs. Neither MDIC nor Booz
Allen has independently verified the information the MDMs submitted.

OVERVIEW OF FINDINGS
17 MDMs responded (for more details, please see the Introduction section below). Their average
composite score was 1.51 (between “Initiated” and “Managed”), with 35% of MDMs falling in the
range of 1.5 – 1.99 and 24% scoring above this range. An MDM’s target score depends on its size,
range of product offerings, and leadership priorities.
Figure 1: CMMI Overall Score Distribution

Figure 1 illustrates the distribution of respondents’ scores on the survey overall, normalized to the
CMMI scale. Each MDM’s score was calculated by taking the average of its scores on each section of
the survey. The majority of MDMs received CMMI scores between 1.5 and 1.99, with equal
proportions receiving scores between 1.0-1.49 and 2.0-2.49, and slightly fewer scoring between 0.5
and 0.99.

KEY RESULTS
1

Organizational Structure, Risk Management, Design Control, and Complaint Handling
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ORGANIZATIONAL STRUCTURE
• Average CMMI Score: 1.68
• Number of questions with answers
demonstrating maturity above level 3: 3
DESIGN CONTROL
• Average CMMI score: 1.42
• Number of questions with answers
demonstrating maturity above level 3: 1

RISK MANAGEMENT
• Average CMMI score: 1.47
• Number of questions with answers
demonstrating maturity above level 3: 0
COMPLAINT HANDLING
• Average CMMI Score: 1.47
• Number of questions with answers
demonstrating maturity above level 3: 2

Overall, MDMs reported the highest level of maturity in terms of Organizational
Structure and the lowest level of maturity in terms of Design Control. We look
forward to seeing trends improve in all categories in future benchmarks.

2 INTRODUCTION
After an iterative process of collaboration and development with luminaries and
leaders in the medical technology industry, MDIC and Booz Allen were ready to
launch the Medical Device Cybersecurity Maturity Survey (MDCMS). The Health
Sector Council’s 2019 JSP, a “consensus-based total product lifecycle reference
guide to developing, deploying, and supporting cyber secure technology
solutions in the health care environment,” informed the content and scoring of
the MDCMS. The MDCMS is a benchmarking tool that supports the medical technology community
in identifying areas of particular risk and identifying potential tracks forward, with the aim of
improving outcomes around patient safety.
The target number of responses was 10. By the time the survey closed in summer 2022,
representatives from 17 MDMs had submitted results. We offer the following demographic insights
from the participating cohort:
• 53% of respondents reported having more than 20,000 employees1
• 41% of respondents reported annual revenues related to medical
devices of over $10 billion
• 65% of respondents reported that their organization does not
currently use the JSP to guide product security. MDMs that
reported using JSP were more likely to report using an additional
guide, compared to MDMs that reported they did not
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Figure 2: Demographics of Survey Respondents

More than half of survey respondents reported 20k+ employees and more than $10b revenue from
medical devices, and fewer than half reported using the JSP for product security.

Scoring and Target Maturity
The MDCMS provides two sets of scores. The first score is derived from the CMMI framework, which
assesses software maturity on a scale of 0 (“Not Initiated”) to 5 (“Optimized”). For more on the
CMMI framework, see Table 3 below. The second type of score (the “raw” score) is derived from
adding the points (scored on a scale of 0-5) from each of the MDCMS’s 44 questions.
Table 1: Scoring Overview - Raw and CMMI Scores

CATEGORY

MAXIMUM RAW
SCORE
POSSIBLE

AVERAGE RAW
SCORE

MAXIMUM
CMMI SCORE
POSSIBLE

AVERAGE
CMMI
SCORE

Organizational
Structure

22

13

2.8

1.7

Risk Management

33

16

3

1.5

Design Control

42

20

3.1

1.4

Complaint Handling

33

16

3.2

1.5

Overall

130

65

3.1

1.5

Purpose
Medical devices are increasingly a vector for cyber threats, implicating patient safety both directly –
in terms of immediate adverse health effects – and indirectly, via delayed care from compromised
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healthcare delivery organizations (HDOs). The purpose of the MDCMS is to provide a tool that
supports MDMs in reducing vectors for cyber-attacks by assessing organizational structure, risk
management, design control, and complaint handling processes based on the JSP. This benchmark
represents a jumping off point for MDMs to increase their understanding of the industry’s
cybersecurity maturity and identify vectors for improvement.

3 METHODOLOGY
Data Collection and Processing Confidentiality
During the process of data collection, data analysis, or report publishing,
respondents’ raw data was never disclosed to anyone beyond the immediate
team. The information included in this report and any other proceeding
documents is and will remain 100% anonymous. No names or other identifying
characteristics are included.
Only MDIC and Booz Allen had access to raw results after survey completion,
and neither organization collected respondents’ names or affiliations. At the conclusion of the
survey, respondents received a unique identifier linked to their results. If a respondent wished to
share their identity with Booz Allen’s Secure Connected Health (SCH) team, this unique identifier
was required for submission to the SCH team. Without this unique identifier, it was not possible to
link survey responses to a respondent or to the organization they represent. Anonymized survey
results are stored on MDIC servers while data from self-identified organizations and their unique
identifiers are encrypted and stored separately on Booz Allen servers, with access limited to a small
team required to analyze results and support subsequent report development.

Survey Scoring Methodology
Points were distributed over each of the four sections as follows:
Table 2: Available Points by Survey Category

CATEGORY

AVAILABLE RAW POINTS

Organizational Structure
Risk Management
Design Control
Complaint Handling
Overall

22
33
42
33
130

AVAILABLE POINTS FOR
ADVANCED MATURITY
3
0
2
2
7

The maturity levels in this survey, and in the JSP’s maturity assessment, were based on CMMI
concept. The table below provides a brief description of each CMMI level, as well an example based
on Question 6 from the Design Control section: “Have processes been instituted to monitor,
identify, assess, remediate, and validate security patches for product software and third-party
components?”
Table 3: Description of CMMI Scale
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SCORE

LEVEL

DESCRIPTION

MDCMS EXAMPLE

0

Not Initiated
(also called
“Incomplete”)

Processes are not
performed to any
degree

No processes have been formalized for these
activities nor are there any plans to do so.

Initiated

Processes are
performed but not
formalized in policy

Managed

Processes are
performed, regularly
evaluated, and
integrated into policy

Some of these processes exist and some
activities are conducted on an ad hoc basis.
Plans to require these processes have been
drafted and presented to organizational
leadership for approval.

Defined

Processes are
performed, evaluated,
and integrated into
policy enterprise-wide

Quantitatively
Managed

Same as level 3, but
with the added
stipulation that
processes are
improved based on
regular
quantitative
assessments

Optimized

Same as level 4, but
with focus on
institutionalization of
processes

1

2

3

4*

5*

These processes have been documented and
are performed on a consistent basis.
There is an organizational policy formalizing
these processes and resources are available
to execute them consistently on a regular
basis. Records are created and maintained to
demonstrate consistent execution.
Key Performance Indicators (KPIs) such as
patch turnaround time, vulnerabilities per
product, and
average exploitability scores (e.g., Common
Vulnerability Scoring System [CVSS]) are
established. Metrics from these KPIs are
collected and used to monitor the
effectiveness of the patch management
function.
Security incidents and other threat
intelligence are combined with KPI metrics
and analyzed on a regular basis to perform
patch prioritization and identify process and
technology improvements.

*MDMs had the opportunity to receive points for responses of 4 (“Quantitatively Managed”) or 5
(“Optimized”) on six questions, creating seven opportunities for points indicating advanced
maturity. The relevant questions and responses corresponding to the additional points are listed
below.
Table 4: Survey Questions with Advanced Maturity Points

QUESTIONS

ANSWERS DEMONSTRATING ADVANCED MATURITY

Does the organization have a Chief
Product Security Officer (CPSO)?

Performance objectives for the role have been defined and
documented. Performance metrics are collected and
provided to organization leadership on a regular basis to
evaluate the efficacy of the CPSO role.
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Is the product security function
staffed appropriately?
Are product security metrics
briefed to leadership such as Chief
Quality Officer, Chief Medical
Safety Officer, R&D Leadership,
etc.? If so, how frequently?

Have processes been instituted to
monitor, identify, assess,
remediate, and validate security
patches for product software and
third-party components?

Do escalation procedures define
cybersecurity signals?

Are customer reported
cybersecurity issues documented
in complaint handling systems?

KPIs such as turnover, continuing education spending, and
retention are established. Metrics from these KPIs are
collected and used to monitor the effectiveness of talent
management for the security function.
Metrics that measure the implementation, effectiveness and
impact of the product security function are being uniformly
collected and briefed to organizational leadership on a
routine basis in accordance with formal policies and
procedures. The metrics are analyzed regularly to establish
security objectives and anticipate future trends.
KPIs such as patch turnaround time, vulnerabilities per
product, and average exploitability scores (e.g., Common
Vulnerability Scoring System [CVSS]) are established. Metrics
from these KPIs are collected and used to monitor the
effectiveness of the patch management function.
Security incidents and other threat intelligence are
combined with KPI metrics and analyzed on a regular basis
to perform patch prioritization and identify process and
technology improvements.
Metrics are collected on a regular basis that measure the
number of detected signals, affected device(s), their
type/category, and time to remediate (for example). These
metrics are regularly analyzed to assess the effectiveness of
device design and vulnerability handling and incident
response processes. Reports from these metrics are
provided to organizational leadership on a regular basis.
Metrics are collected on a regular basis that measure the
number of customer reported cybersecurity issues, affected
device(s), their type/category, and time to remediate (for
example). These metrics are regularly analyzed to assess the
effectiveness of device design, vulnerability handling and
complaint handling processes. Reports from these metrics
are provided to organizational leadership on a regular basis.
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4 ANALYSIS OF INDUSTRY DATA
Overview

Figure 3: MDCMS Maturity Levels across the Industry

MDMs received an average maturity between 1.4-1.7 on all sections, with the highest average for
Organizational Structure (1.7) and an average on the Overall survey of 1.5. The chart displays levels
from 0-3, based on the points achievable on the survey, with advanced maturity levels indicated.

4.1 ORGANIZATIONAL STRUCTURE
Of all categories, respondents averaged the highest maturity (1.68), in the
Organizational Structure section, which includes questions about roles and
reporting structures, as well as staffing robustness, protocols, and infrastructure for
cyber incidents.
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FIRST GLANCE: ORGANIZATIONAL STRUCTURE
The highest
score was

24

The lowest
score was

The maximum
number of raw points
was
The standard
deviation for this
section was

24

The range for this
section was

5.2

The average
maturity on the
CMMI scale was

5
19
1.7

BOTTOM LINE: ORGANIZATIONAL STRUCTURE
Although respondents’ average scores were highest in the Organizational Structure section, the high
standard deviation and range indicate significant variance.
Figure 4: Distribution of Organizational Structure Maturity Scores

Scores normalized to the CMMI maturity scale, with average score across respondents indicated by
the dashed line. Average maturity: 1.7

QUESTION LEVEL ANALYSIS: ORGANIZATIONAL STRUCTURE
Respondents were asked to choose one selection of up to five options in the Organizational
Structure section, with each option corresponding to a maturity level of “Not Initiated,” “Initiated,”
“Managed,” “Defined,” and “Quantitatively Managed.” Four questions could be answered with a
maximum maturity of “Defined” (3), and respondents could receive an additional point for
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answering “Quantitatively Managed” (4) for three questions. One question required a Yes/No
response and could be answered with a maximum maturity of “Initiated” (1).
The score breakdown for Organizational Structure was as follows. Note: in cases where respondents
did not select a maturity level, the maturity level is not included.
Figure 5: Organizational Structure Scores Breakdown

The above graph demonstrates the score breakdown for each question in the Organizational
Structure section. Asterisks indicate questions where additional points for advanced maturity were
possible; one asterisk (*) represents a maximum score of 4.
Table 5: Questions and Average Scores for Organizational Structure

QUESTION

1. Does the organization have a Chief Product Security Officer?
[JSP, lines 1399 - 1408]*
2. Does the organization have a product security function?
[JSP, lines 237 – 258]
3. Are the product security functions roles & responsibilities clearly defined?
[JSP, lines 237 – 258]
4. Is the product security function staffed appropriately?
[JSP, lines 237 - 258]*
5. Are there existing policies and/or procedures that cover product security?
[JSP, lines 237 - 258]
6. Has organizational leadership approved of the product security policy and
procedures? [JSP, lines 237 - 258]
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SCORE
1.5
2.1
2.3
2.2
2.0
0.7
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7. Is the organization audited against product security policies/procedures? How
frequently? [JSP, lines 237 - 258]
8. Are product security metrics briefed to leadership such as Chief Quality Officer,
Chief Medical Safety Officer, R&D Leadership, etc.? If so, how frequently?
[JSP, lines 237 - 258]*

1.4
1.2

HIGHEST QUESTIONS OVERALL*
QUESTION
NUMBER
2

QUESTION
Does the organization have a product security function?
Are the product security functions roles & responsibilities
clearly defined?
Are there existing policies and/or procedures that cover
product security?

3
5

% MANAGED
AND ABOVE
(2+)
59%
77%
70%

LOWEST QUESTIONS OVERALL*
QUESTION
NUMBER
1
8

QUESTION
Does the organization have a Chief Product Security Officer?
Are product security metrics briefed to leadership such as
Chief Quality Officer, Chief Medical Safety Officer, R&D
Leadership, etc.? If so, how frequently?

% INITIATED
AND BELOW
(0-1)
47%
58%

*Calculations include points received for advanced maturity.

KEY TAKEAWAYS: ORGANIZATIONAL STRUCTURE
1

Organizational Structure is Key to an MDM’s Overall Cybersecurity Maturity

MDMs that reported a maturity of “Managed” or above on key Organizational Structure questions
tended to report higher maturity on all other sections of the survey, relative to those reporting a
maturity of “Not Initiated” or “Initiated.” As portrayed in the graphs below, respondents with a
Chief Product Security Officer (Question 1) or formalized product security briefings (Question 8)
scored higher across all survey categories, compared to both the industry average, and MDMs
reporting a maturity of “Not Initiated” or “Initiated,” for both questions. For some questions, lower
organizational maturity correlated with lower maturity on all other sections of the survey, as well as
lower maturity relative to the industry average.

Copyright 2022 The Medical Device Innovation Consortium

11

Figure 6a: The presence of a Chief Product Security Officer (CPSO) correlated with survey maturity

Organizations with a CPSO (Question 1) reported greater maturity on each section and the survey
overall, compared to the industry average. Organizations without a CPSO reported lower scores on
each section and the survey overall, compared to the industry average.
Figure 6b: Formalized product security briefings correlated with survey maturity

Organizations with formalized product security briefings (Question 8) reported maturity at or greater
than the industry average on each section and the survey overall. Organizations without such
briefings reported a maturity below the industry average on all sections.
2

Size Matters, But Is Not The Whole Story

The MDMs that scored highest in terms of Organizational Structure tended to be among the largest
in our sample size. 80% of those with an average maturity of 2 (“Managed”) or above on this section
have over 20,000 employees, while 60% reported annual revenue over $10 billion. However, not all
large MDMs share the practices that elevate scores in this section. Very few of the respondents who
reported smaller numbers of employees (fewer than 20,000) scored highly in this section, with an
average maturity score of 1.3 compared to the overall average of 1.7.
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4.2 RISK MANAGEMENT
Risk Management was the second section of the MDCMS and, over the course of
11 questions, focused on the maturity of risk assessment processes, with an
emphasis on how MDMs track inventory, third parties, and all attendant security
risks.

FIRST GLANCE: RISK MANAGEMENT
The highest
score was

27

The lowest
score was

The maximum
number of raw
points was

33

The range for this
section was

The standard
deviation for this
section was

5.6

The average
maturity on the
CMMI scale was

9
18
1.5

BOTTOM LINE: RISK MANAGEMENT
Figure 7: Distribution of Risk Management Maturity Scores

Scores normalized to the CMMI maturity scale, with average score across respondents indicated by
the dashed line. Average maturity: 1.5
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QUESTION LEVEL ANALYSIS: RISK MANAGEMENT
The Risk Management section included the following 11 questions, derived from the JSP:
Respondents were asked to choose one selection of up to four options in this section, with each
option corresponding to a maturity level of “Not Initiated,” “Initiated,” “Managed,” or “Defined.”
The score breakdown for each question of the Risk Management section was as follows. Note: in
cases where respondents did not select a maturity level, the maturity level is not included.

Figure 8: Risk Management Scores Breakdown

The above graph demonstrates the score breakdown for each question in the Risk Management
section.
Table 6: Questions and Average Scores for Risk Management

QUESTION
1. Has an inventory of products been created for commercialized products and
products in development?
2. Are security risks tracked in R&D defect tracking systems, design history or risk
management files?
3. Are security risks tracked in service complaint handling systems or risk
management files?
4. Is there an established method for security risk assessment?
[JSP, lines 329 – 375]
5. Have policies and procedures been updated to incorporate security risk
assessment and triage to other types of risk assessment?
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AVERAGE
SCORE
1.7
1.7
1.7
2.0
2.0
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[JSP, lines 373 – 375]
6. Are development and manufacturing environments assessed and managed for
adherence to information security policy?
[JSP, lines 378 – 382]
7. Are third parties routinely assessed for security?
[JSP, lines 384 – 390]
8. Have third parties been assessed against the components of this framework?
[JSP, lines 384 – 390]
9. Does the organization have security requirements in the contract language for
suppliers and third parties?
[JSP, lines 384 – 390; 1153 - 1225]
10. Are exceptions to framework components documented in design history and/or
risk management files?
[JSP, lines 637 – 643; 1037 – 1039]
11. Are compensating controls associated with exceptions provided in customer
security documentation?
[JSP, lines 637 – 643]

1.7
0.5
1.3
1.4

0.7

1.5

HIGHEST QUESTIONS OVERALL*
QUESTION
NUMBER

QUESTION
Are security risks tracked in R&D defect tracking systems, design
history or risk management files?
Are security risks tracked in service complaint handling systems
or risk management files?

2
3

Have policies and procedures been updated to incorporate
security risk assessment and triage to other types of risk
assessment?

5

% MANAGED
AND ABOVE
(2+)
65%
65%
77%

LOWEST QUESTIONS OVERALL*
QUESTION
NUMBER

QUESTION

7

Are third parties routinely assessed for security?
Have third parties been assessed against the components of this
8
framework?
*Calculations include points received for advanced maturity.

% INITIATED
AND BELOW (01)
89%
70%

KEY TAKEAWAYS: RISK MANAGEMENT
1

An MDM’s Size and Revenue Do Not Determine Risk Management Maturity

While the MDMs that scored the highest in terms of Risk Management maturity skewed toward the
larger end of our sample size in terms of reported number of employees and revenue, smaller
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MDMs were also among the highest performing in this section. Among the MDMs with an average
of 2 (“Managed”) or above on this section, 50% reported over 20,000 employees and $10 billion in
yearly revenue. However, 25% reported less than 5,000 employees. Moreover, we found no
correlation between the MDMs receiving low scores for Risk Management and reported size or
revenue.
2

Most Medical Device Manufacturers Do Not Conduct Routine Third-Party Risk Assessments

89% of respondents reported a maturity level of “Initiated” or below for this critical process, and
65% reported “No Initiation” for this question. Moreover, over 50% of MDMs do not have a process
to formally incorporate security requirements in contract language (Question 9). We found no clear
correlation between higher maturity for third-party risk assessment and an MDM’s reported size or
revenue, suggesting that this represents a key area for threat reduction and risk management across
the industry.
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4.3 DESIGN CONTROL
The Design Control section of the MDCMS focuses on how MDMs handle
cybersecurity throughout the lifecycle of any given device – through the stages of
production, deployment, and end-of-life. The average score for this section on the
CMMI scale was 1.42.

FIRST GLANCE: DESIGN CONTROL

6

The highest
score was

44

The lowest
score was

The maximum
number of raw
points was

44

The range for
this section was

38

8.8

The average
maturity on the
CMMI scale was

1.4

The standard
deviation for
this section was

BOTTOM LINE: DESIGN CONTROL
Figure 9: Distribution of Design Control Maturity Scores
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Scores normalized to the CMMI maturity scale, with average score across respondents indicated by
the dashed line. Average maturity: 1.4

QUESTION LEVEL ANALYSIS: DESIGN CONTROL
Respondents were asked to choose one selection of up to four options in this section, with each
option corresponding to a maturity level of “Not Initiated,” “Initiated,” “Managed,” “Defined,”
“Quantitatively Managed,” or “Optimized.”
The score breakdown for each question of the Design Control section was as follows. Note: in cases
where respondents did not select a maturity level, the maturity level is not included.
Figure 10: Design Control Scores Breakdown

The above graph demonstrates the score breakdown for each question in the Design Control
section. Asterisks indicate questions where additional points for advanced maturity were possible;
two asterisks (**) represent a maximum score of 5.
Table 7: Questions and Average Scores for Design Control

QUESTION
1. Are cybersecurity requirements incorporated in design input for products in
development?
[JSP, lines 400 – 410]
2. Are system hardening standards, system patching, and vulnerability scanning
incorporated in product development practices?
[JSP, 413 – 418]
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SCORE
1.7

1.4
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3. Are secure coding standards and code analysis incorporated in product
development practices?
[JSP, 420 – 425]
4. Is security testing such as penetration testing performed by trained cybersecurity
professionals during design control?
[JSP, 441 – 452]
5. Is robustness testing performed during product development?
[JSP, 436 – 440]
6. Have processes been instituted to monitor, identify, assess, remediate, and
validate security patches for product software and third-party components?
[JSP, 427 – 434; 645 – 700]
7. Are validated patches deployed using an established method?
[JSP, 672 – 690]
8. Can reports be generated to show patching failures?
[JSP, 672 – 690]
9. Is there a public webpage where customers can go to identify new patches?
[JSP, 691 – 7-00]
10. Do service and support personnel have procedures for requesting access to
customer systems and restoring security measures?
[JSP, 455 – 472]
11. Are controls in place for service personnel to uniquely authenticate to customer
systems?
[JSP, 475 – 477]
12. Is there established policy and procedures around the use of removable media
with products and handling of customer data?
[JSP, 479 – 495]
13. Are plans in place to maintain security throughout the lifecycle of a product?
[JSP, 305 – 323]
14. Do products have anticipated end of life and/or end of support dates established
with consideration to supporting third-party products and components?
[JSP, 703 – 726]

1.4

1.4
1.2
1.8
1.5
1.3
1.2
1.4

1.5

1.2
1.4
0.7

HIGHEST QUESTIONS OVERALL*
QUESTION
NUMBER

QUESTION

% MANAGED
AND ABOVE
(2+)

1

Are cybersecurity requirements incorporated in design input for
products in development?

65%

4

Is security testing such as penetration testing performed by
trained cybersecurity professionals during design control?

70%
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Are controls in place for service personnel to uniquely
authenticate to customer systems?

11

48%

LOWEST QUESTIONS OVERALL*
QUESTION
NUMBER

QUESTION

Are system hardening standards, system patching, and
vulnerability scanning incorporated in product development
practices?
Are secure coding standards and code analysis incorporated in
3
product development practices?
5
Is robustness testing performed during product development?
Is there established policy and procedures around the use of
12
removable media with products and handling of customer data?
Are plans in place to maintain security throughout the lifecycle of
13
a product?
Do products have anticipated end of life and/or end of support
14
dates established with consideration to supporting third-party
products and components?
*Calculations include points received for advanced maturity
2

% INITIATED
AND BELOW
(0-1)
71%
71%
71%
71%
71%
94%

KEY TAKEAWAYS: DESIGN CONTROL
1

MDMs of Any Size and Revenue Can Implement Strong Design Control

We identified no correlation between an MDM’s reported size and revenue from medical devices
and its Design Control maturity, with high scores achieved by MDMs of diverse sizes and revenue
levels. Among MDMs with a maturity of “Managed” or above for Design Control, reported number
of employees ranged from 5,000 to over 20,000, and yearly revenue from medical devices ranged
from $1 billion to over $10 billion.
2

MDMs Have Implemented Strong Initial Steps in Design Control, But There Is More That Can
Be Done

While 70% of MDMs report a maturity level of “Managed” or above regarding security testing
during the Design Control phase (Question 4), roughly the same percent report a level of “Initiated”
and below regarding specific, critical cybersecurity processes, including hardening standards,
system patching, and vulnerability scanning during product development (Question 2). Further, 71%
of MDMs have not formalized security plans throughout the lifecycle of a product (Question 13),
while 94% have yet to establish end of life dates for supporting third-party products and
components (Question 14).
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Figure 11: Strong Initial Steps in Design Control, But Critical Cybersecurity Measures Not Yet

Implemented

3

Robust Design Control Is Strongly Correlated with Specific Practices in Organizational
Structure, Risk Management, and Complaint Handling

MDMs that implement robust Design Control also tend to score highly in terms of product security
staffing, risk management methodology, and complaint responsiveness. Of the MDMs indicating a
maturity of “Managed” or above for questions with a low industry average (on cybersecurity
throughout product lifecycle [Question 13] and end-of-life support [Question 14]), 100% responded
with a maturity of “Managed” or above on establishing security risk assessments and public
communication of vulnerabilities or incidents.

4.4 COMPLAINT HANDLING
The Complaint Handling section of the MDCMS explores how MDMs facilitate, respond to,
and prioritize complaints. The average score for Complaint Handling on the CMMI scale was
1.47.

FIRST GLANCE: COMPLAINT HANDLING
The highest
score was

27

The lowest
score was

The maximum
number of raw
points was

33

The range for
this section was

23

7.1

The average
maturity on the
CMMI scale was

1.5

The standard
deviation for
this section was
Copyright 2022 The Medical Device Innovation Consortium
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BOTTOM LINE: COMPLAINT HANDLING
Figure 12: Distribution of Complaint Handling Maturity Scores

Scores normalized to the CMMI maturity scale, with average score across respondents indicated by
the dashed line. Average maturity: 1.5

QUESTION LEVEL ANALYSIS: COMPLAINT HANDLING
Respondents were asked to choose one selection of up to five options in this section, with each
option corresponding to a maturity level of “Not Initiated,” “Initiated,” “Managed,” “Defined,” and
“Quantitatively Managed.”
The score breakdown for each question for the Complaint Handling section is as follows. Note: in
cases where respondents did not select an option, the maturity level is not included.
Figure 13: Complaint Handling Scores Breakdown
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The above graph demonstrates the score breakdown for each question in the Complaint Handling
section. Asterisks indicate questions where additional points for advanced maturity were possible;
one asterisk (*) represents a maximum score of 4.
Table 8: Questions and Average Scores for Complaint Handling

QUESTION
1. Do escalation procedures define cybersecurity signals?
[JSP, lines 537 – 559]*
2. Are customer reported cybersecurity issues documented in complaint handling
systems?
[JSP, 537 – 559]*
3. Are processes in place to ensure review of reported complaints related to
cybersecurity?
[JSP, 537 – 559]
4. Have processes been established to notify a CERT, ISAO, and/or regulator as
appropriate of reported cybersecurity issues?
[JSP, 560 – 570; 587 – 595]
5. Are internal teams engaged within 30 days of a reported security incident and
updated every 60 days thereafter?
[JSP, 574 – 576]
6. Are the incident response processes regularly practiced?
[JSP, 571 – 595]
7. Is there a public webpage where bulletins or advisories relating to vulnerabilities
or incidents can be posted?
[JSP, 577 – 586; 691 - 700]
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AVERAGE
SCORE
1.6
2.3

1.9

1.5

1.3
1.2
1.8

23

8. Are there clearly defined criteria for remediation of security risk for products in
development?
[JSP, 601 – 635]
9. Are there clearly defined criteria for remediation of security risk for commercialized
product?
[JSP, 611 – 635]
10. Are medium to critical vulnerabilities communicated to customers within 30 days?
[JSP, 615 – 620]
11. Are medium to critical vulnerabilities remediated within 60 days?
[JSP, 615 – 626]

1.2

1.4
1
0.9

Highest Questions Overall*
QUESTION
NUMBER

QUESTION
Are customer reported cybersecurity issues documented in
complaint handling systems?
Are processes in place to ensure review of reported complaints
related to cybersecurity?
Is there a public webpage where bulletins or advisories relating
to vulnerabilities or incidents can be posted?

2
3
7

% MANAGED
AND ABOVE
(2+)
82%
70%
71%

Lowest Questions Overall*
QUESTION
NUMBER

QUESTION

1

Do escalation procedures define cybersecurity signals
Are there clearly defined criteria for remediation of security risk
8
for products in development?
Are medium to critical vulnerabilities communicated to
10
customers within 30 days?
11
Are medium to critical vulnerabilities remediated within 60 days?
*Calculations include points received for advanced maturity

% INITIATED
AND BELOW (01)
65%
65%
76%
76%

KEY TAKEAWAYS: COMPLAINT HANDLING
1

MDMs of Any Size and Revenue Can Implement Strong Complaint Handling

The MDMs with the most thorough reported Complaint Handling protocols in our sample size
represented a range of sizes and revenue figures, as did the MDMs with the weakest protocols.
Among MDMs with a maturity of “Managed” or above for Complaint Handling, reported number of
employees ranged from 50 to over 20,000, and yearly revenue from medical devices ranged from
under $100 million to over $10 billion.
2

As a Whole, MDMs Are Weakest When it Comes to Reporting and Remediating Vulnerabilities
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Only 24% of MDMs reported a maturity of “Managed” or above for communicating medium to
critical vulnerabilities to customers within 30 days (Question 10) and remediating them within 60 days
(Question 11), the lowest percentage among questions in this section. We found that MDMs
reporting “Initiated” or “Not Initiated” for vulnerability and remediation represented a range of
sizes and revenue figures suggesting an area for growth across the industry.
Figure 14: MDMs Demonstrated Low Maturity in Reporting and Remediating Vulnerabilities within
JSP Timeframes

3

Cybersecurity Signals Need Attention

While cybersecurity signals are a critical tool for assessing the potential of a vulnerability or exploit,
only 35% of respondents indicated a maturity level of “Managed” or above for escalating these
signals, with 59% reporting that cybersecurity signals are addressed on an ad hoc, informal basis,
and 6% indicating no system of checking cybersecurity signals whatsoever.

5 CONCLUSION
We hope you have found this report informative and actionable. The findings
herein would not have been possible without the generous contributions of
MDMs and the efforts of the MDIC Advisory Committee. Cybersecurity
requires continuous updates and the MDCMS was designed to help
organizations identify areas where cybersecurity updates would have the
greatest value to their missions.
This report is intended to stimulate dialogue as the medical technology community seeks to adapt
to the ever-evolving threat landscape, and we welcome any questions or feedback from the
community at-large – whether in industry, the regulatory field, or direct patient care.
Our results indicate that while cybersecurity maturity varies significantly between MDMs, the industry
as a whole has a low level of cybersecurity maturity, especially concerning Design Control. While
specific recommendations will depend on the budgets, priorities, and demographics of each MDM,
we can point to the following as areas where most participants scored particularly low:
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•
•
•
•

Briefing organizational leadership on product security policies and procedures [JSP, lines
237 - 258]
Assessing third parties for security [JSP, lines 384 – 390]
Establishing end-of-life support dates that take into consideration supporting third-party
components [JSP, lines 703 – 726]
Remediating medium-to-critical severity vulnerabilities within the recommended 60-day
window after discovery [JSP, lines 615 – 626]

With the release of this initial benchmarking study, the medical technology industry is now on a
journey toward increasing cybersecurity maturity. We hope that future benchmarks will attract
additional participants and invite all in the industry to be a part of shaping MDM cybersecurity in the
years to come.
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6 APPENDIX MDCMS QUESTIONS AND SCORING
JSP SURVEY COMPONENT
#

ORGANIZATION

QUESTIONS

ANSWER OPTIONS

1

Does the
organization have a
Chief Product
Security Officer?
[JSP, lines 1399 –
1408]

No Chief Product
Security Officer
(CPSO) has been
designated, nor
are there any
plans for creating
and filling such a
position.

A proposal for
creating and
staffing the CPSO’s
role is under
development. Plans
to fund/create the
role are being
drafted but are not
yet complete. The
responsibilities of
this role have been
dispersed among
current team
members.

The CPSO’s roles
and responsibilities
have been defined.
The role has been
filled and the
position has been
incorporated into
the organizational
workflow and
reporting chain.

The CPSO
reports directly
to
organizational
leadership.
Formal policies
hold this role
accountable for
meeting
documented
product
security
requirements.

2

Does the
organization have a
product security
function?
[JSP, lines 237 – 258]

No product
security function
exists to execute
critical
capabilities such
as risk
assessments,
vulnerability
management or
incident
response. No
proposals have
been created to

Goals and
objectives for the
function have been
drafted and
presented to
organizational
leadership for
review.
Organizational
capabilities have
been assessed and
plans are being
drafted to ensure

Gaps in critical
function
capabilities (e.g.,
vulnerability
management, risk
assessments,
incident
management) have
been identified and
documented and a
roadmap is in place
to address these
gaps.

Goals and
objectives for
the product
security
function have
been
formalized.
Critical
functions have
been staffed
and the
roadmap to
address gaps
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Performance
objectives for the
role have been
defined and
documented.
Performance
metrics are
collected and
provided to
organization
leadership on a
regular basis to
evaluate the
efficacy of the
CPSO role.
N/A

N/A

N/A
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establish such a
function.

3

Are the product
security functions
roles &
responsibilities
clearly defined?
[JSP, lines 237 – 258]

There are no
defined product
security function
roles and
responsibilities.
No plans for
defining any new
function roles and
responsibilities
have been made.

4

Is the product
security function
staffed
appropriately?
[JSP, lines 237 – 258]

The function is
not formally
staffed. No plans
to hire or realign
existing staff to

that critical
functions (e.g.,
vulnerability
management, risk
assessments,
incident
management) have
resources to fulfill
responsibilities.
Initial plans for
establishing roles
and responsibilities
have been created
and presented to
organizational
leadership. No
formal schedule or
funding has yet
been approved for
such efforts.

Plans for defining
roles and
responsibilities
have been finalized
and documented
and all necessary
support for relevant
efforts has been
approved. Staffing
for these roles has
begun.

An initiative for
staffing the
organization's
product security
function has been

Plans for staffing
the function have
been finalized and
documented and
relevant positions
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has been
funded and
demonstrated
progress.

Roles and
responsibilities
have been
specifically
defined and
documented
and the
organization
formally
recognizes the
defined roles.
Roles and
responsibilities
are reviewed
on a regular
basis to
enhance their
definition.
These roles are
fully staffed.
The function is
fully staffed in
accordance
with the
staffing plan

N/A

N/A

KPIs such as
turnover,
continuing
education
spending, and

N/A
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5

Are there existing
policies and/or
procedures that
cover product
security?
[JSP, lines 237 – 258]

the function have
been proposed.

presented to
organizational
leadership. Plans
have been drafted
to begin
hiring/realigning for
the function.

to be filled have
been determined.
Hiring/realigning is
underway but not
complete.

There are no
existing policies
and/or
procedures that
cover product
security. There
are no plans in
place to draft
formalized
policies and
procedures that
cover product
security.

Initial drafting of
policies and/or
procedures has
begun. At least one
formalized policy or
procedure has been
proposed to
organizational
leadership for
review and
approval.

More than half of
the initial policies
and/or procedures
drafts have been
finalized. Plans to
fully integrate the
policies and
procedures into the
organizational
workflow are
underway. Routine
informal
compliance checks
are reported to
product security
management.
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and has been
fully
incorporated
into the normal
organizational
workflow. Staff
have received
the appropriate
training for
their respective
positions.
All initial
policies and
procedures
have been
finalized.
Training on all
policies and
procedures is
required on a
regular basis
and resources
are available to
conduct the
training.
Completion of
training is
recorded and
tracked, and
results
provided to
organizational
leadership for
review.

retention are
established.
Metrics from
these KPIs are
collected and
used to monitor
the effectiveness
of talent
management for
the security
function.
N/A

N/A
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6

7

8

Has organizational
leadership approved
of the product
security policy and
procedures?
[JSP, lines 237 – 258]
Is the organization
audited against
product security
policies/procedures?
How frequently?
[JSP, lines 237 – 258]

Yes/No response

N/A

N/A

N/A

N/A

N/A

The organization
is not audited
against security
policies and
procedures.
There are no
plans to develop
formal audit
procedures.

A proposal for
implementing a
formal audit policy
has been presented
to organizational
leadership. Plans for
developing
formalized audit
procedures have
been drafted but
are not yet
complete.

Plans for
developing formal
audit procedures
have been finalized.
Drafts of the firstgeneration audit
procedure have
been initiated but
the procedures are
not in their final
state. A routine
audit schedule has
not been
developed but will
be worked into the
audit procedures.

N/A

N/A

Are product security
metrics briefed to
leadership such as
Chief Quality Officer,
Chief Medical Safety
Officer, R&D

Security metrics
are not defined,
collected, nor
briefed to
organizational
leadership.

Informal metrics are
recorded and
briefed to some
organizational
leadership on an
irregular basis. A

Policies and
procedures for
metrics recording
and briefing have
been finalized but
they have not yet

Auditing to be
conducted by
an
independent
third party is
stipulated in
the formal
audit policy. A
routine audit
schedule has
been
developed and
addressed in
the formal
audit
procedures.
Audit results
are provided to
organizational
leadership for
review on a
routine basis.
Policies and
procedures for
metrics
recording and
briefing have
been

Metrics that
measure the
implementation,
effectiveness and
impact of the
product security

N/A
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Leadership, etc.? If
so, how frequently?
[JSP, lines 237 – 258]

plan to improve
metric collection
and briefing
processes has been
drafted but is not
yet approved or
implemented.

been fully
implemented. Plans
are underway to
implement a
standard for metrics
collection. A
schedule is being
developed for
routine briefing to
organizational
leadership.

formalized and
approved.
Metrics are
briefed to
organizational
leadership on a
routine basis.

JSP SURVEY COMPONENT
1

Has an inventory of
products been
created for
commercialized
products and
products in
development?
[JSP, lines 326 –
328]

No inventory exists,
nor are there plans to
implement such an
inventory.
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function are
being uniformly
collected and
briefed to
organizational
leadership on a
routine basis in
accordance with
formal policies
and procedures.
The metrics are
analyzed
regularly to
establish security
objectives and
anticipate future
trends.

RISK MANAGEMENT
Products are
inventoried on an ad
hoc basis. No formal
processes are in place
for product inventory
management.

Products are
inventoried on a
consistent basis
using a documented
process.

There is an organizational
policy for inventory
management and a formal
inventory management
system is in place.
Resources are available to
inventory products and
monitor inventory accuracy
consistently and on a
regular basis. The system
maintains a software bill of
materials (SBOM) for each
applicable product.

N/A

N/A
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2

3

4

Are security risks
tracked in R&D
defect tracking
systems, design
history or risk
management files?
[JSP, lines 296 –
303]

Security risks are not
tracked in any of
these locations and
there are no plans to
initiate these tracking
methods.

Are security risks
tracked in service
complaint handling
systems or risk
management files?
[JSP, lines 296-303;
556 – 559]

Security risks are not
tracked in service
complaint handling
systems and there
are no plans to
initiate these tracking
methods.

Is there an
established method
for security risk
assessment?
[JSP, lines 329 –
375]
*Frameworks such
as TIR57, Playbook
for Threat
Modeling Medical

No established
method for
conducting risk
assessments is
followed nor are
there plans to
formalize such a
method.
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Security risks are
tracked on an ad hoc
basis using one or
more of these
methods. A proposal
for implementing
policies and
procedures for this
tracking has been
presented to
organizational
leadership for review.
Security risks are
tracked in service
complaint handling
systems on an ad hoc
basis. A proposal for
implementing policies
and procedures for
this tracking has been
presented to
organizational
leadership for review.

Security risks are
tracked on a
consistent basis
using a documented
process.

Risk assessments are
being conducted but
no formal method
must be followed. A
proposal for
establishing a formal
risk assessment
method has been
drafted and presented

A documented
method based on
security risk
assessment
consensus standards
or guidance is being
used to conduct
security risk
assessments
consistently.

Security risks are
tracked on a
consistent basis
using a documented
process. Clear
instruction for risk
and vulnerability
reporting has been
made available to
customers and the
public.

There is an organizational
policy for security risk
tracking. Security risks are
tracked consistently and
routinely, and resources are
available to do so. Data
from tracked risks to include
remediation
recommendations is shared
with organizational
leadership on a regular
basis.
There is an organizational
policy for security risk
tracking. Security risks are
tracked consistently and
routinely, and resources are
available to do so. Data
from tracked risks include
remediation
recommendations and is
shared with organizational
leadership on a regular
basis.
There is an organizational
policy for conducting risk
assessments. Resources are
available to conduct risk
assessments consistently on
a regular basis. Assessment
reports are shared with
organizational leadership.
Residual risks are reviewed

N/A

N/A

N/A

N/A

N/A

N/A
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5

6

7

Devices, 800-53,
etc.
Have policies and
procedures been
updated to
incorporate
security risk
assessment and
triage to other
types of risk
assessment?
[JSP, lines 373 –
375]

Policies and
procedures do not
integrate security risk
assessments with
other types of risk
assessments (e.g.,
safety, patient
confidentiality,
business) nor are
there plans to update
them to do so.

Are development
and manufacturing
environments
assessed and
managed for
adherence to
information
security policy?
[JSP, lines 378 –
382]

These environments
are not within scope
of the information
security policy nor
are there plans to
include them in this
policy.

Are third parties
routinely assessed
for security?
[JSP, lines 384 –
390]

Third parties are not
routinely assessed for
security, nor have
plans to develop a
security assessment
routine been made.
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to organizational
leadership for review.
Some policies and
procedures have been
updated to include
integration with other
risk assessment types.
Plans to fully
incorporate these
changes into policies
and procedures have
been drafted and
presented to
organizational
leadership for
approval.
These environments
are assessed and
managed on an ad
hoc basis. Plans to
fully incorporate these
environments into the
security policy have
been drafted and
presented to
organizational
leadership for
approval.
Third parties are
assessed
inconsistently.
Plans to routinely
assess all third parties
for security have been

Organizational
leadership has
approved plans for
integrating security
risk assessments with
other assessment
types into existing
policies and
procedures. Updates
are complete but
have not been
finalized.

All environments are
consistently assessed
and managed using
a documented
process.

Third parties are
consistently assessed
for security using a
documented
process.

and accepted by product
leadership.
Policies and procedures for
coupling security risk
assessments with other
assessments (e.g., safety)
have been finalized and
incorporated into the
product security workflow.
Resources are available to
conduct these assessments.
Assessment results are
provided to organizational
leadership for review on a
regular basis.
There is an organizational
policy for all environments
to be assessed and
managed. Resources are
available to conduct
assessments consistently on
a regular basis and
assessment reports are
shared with organizational
leadership.

There is an organizational
policy for third parties to be
assessed for security.
Resources are available to
conduct these assessments
consistently on a regular

N/A

N/A

N/A

N/A

N/A

N/A
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8

Have third parties
been assessed
against the
components of this
framework?
[JSP, lines 384 –
390]

No third parties have
been assessed
against the Joint
Security Plan (JSP)
framework.

9

Does the
organization have
security
requirements in the
contract language
for suppliers and
third parties?
[JSP, lines 384 –
390; 1153 - 1225]

There are no or very
minimal security
requirements in
contract language for
suppliers and third
parties. The few
defined requirements
are non-specific or
unclear.

Are exceptions to
framework
components
documented in

Exceptions to Joint
Security Plan (JSP)
framework
components are not

10
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drafted and presented
to organizational
leadership for
approval.
Third parties are
assessed
inconsistently, and
there is no
organizational
requirement to do so.
Plans to require
assessments of all
third parties against
the JSP have been
drafted and presented
to organizational
leadership for
approval.
Some basic security
requirements have
been outlined in the
contract language for
suppliers and third
parties. A plan to fully
define the remaining
security requirements
has been presented to
organizational
leadership for
approval.
Framework
component
exceptions are
inconsistently

basis and share reports with
organizational leadership.

Third parties are
consistently assessed
against the JSP using
a documented
process.

There is an organizational
policy for third parties to be
assessed against the JSP.
Resources are available to
conduct assessments
consistently on a regular
basis and assessment
reports are shared with
organizational leadership.

Security
requirements are
incorporated into
contract language
consistently using a
documented
process.

There is an organizational
policy to include security
requirements in contract
language. Resources are
available to add this
language consistently to
contracts.

Exceptions to the
JSP are logged
consistently in design
history or risk

There is an organizational
policy to document JSP
exceptions in design history
or risk management files.

N/A

N/A

N/A

N/A
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11

design history
and/or risk
management files?
[JSP, lines 637 –
643; 1037 – 1039]

documented in
design history or risk
management files
nor are there plans to
do so.

Are compensating
controls associated
with exceptions
provided in
customer security
documentation?
[JSP, lines 637 –
643]

Any existing
compensating
controls associated
with exceptions are
not reported or
recorded in any
security
documentation.
Existence of controls
is unknown to the
majority of relevant
personnel.

recorded. A plan to
streamline the
exception
documentation
process has been
presented to
organizational
leadership for
approval.
Compensating
controls are
inconsistently defined
and provided in
customer security
documentation.
A plan to identify and
define relevant
compensating
controls inside
customer security
documentation has
been presented to
organizational
leadership for
approval.

management files
using a documented
process.

Compensating
controls are
consistently added
to customer security
documentation using
a documented
process.

JSP SURVEY COMPONENT
1

Are
cybersecurity
requirements
incorporated in
design input for

Cybersecurity
requirements
are undefined
and are not
incorporated
in design input

All documented exceptions
are approved by the
accountable product owner.
Resources are available to
consistently document
these exceptions on a
regular basis and share
report exceptions to
organizational leadership.
There is an organizational
policy to include
compensating controls
within customer security
documentation. Resources
are available to consistently
document these controls on
a regular basis.

N/A

N/A

DESIGN CONTROL
Some
requirements
based on
authoritative
sources* for
security
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Cybersecurity
requirements
based on
authoritative
sources* for
security

There is an
organizational
policy for
incorporating
cybersecurity
requirements, to

N/A

N/A
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products in
development?
[JSP, lines 400 –
410]
*For example:
Playbook for
Threat Modeling
Medical
Devices, Open
Web
Application
Security Project
(OWASP), NIST
800-218

2

3

Are system
hardening
standards,
system
patching, and
vulnerability
scanning
incorporated in
product
development
practices?
[JSP, lines 413 –
418]
Are secure
coding
standards and

for products in
development
nor are there
plans to define
or require
them.

These
practices are
not
incorporated
in product
development
activities, nor
are there plans
to make them
required.

Secure coding
standards and
code analysis*

standards/best
practices and
applicable
regulatory
requirements have
been defined and
are incorporated
on an ad hoc basis.
Plans to define a
comprehensive list
of requirements
and fully
incorporate them
have been drafted
and presented to
organizational
leadership for
approval.
These practices are
conducted on an
ad hoc basis. Plans
to require these
activities during
product
development have
been drafted and
presented to
organizational
leadership for
approval.
Secure coding
standards and
code analysis* are
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standards/best
practices and
applicable
regulatory
requirements are
incorporated on a
consistent basis
using a
documented
process.

include securityrelated customer
feedback.
Resources are
available to
incorporate
them
consistently on a
regular basis.

These practices are
conducted
consistently during
product
development using
a documented
process.

There is an
organizational
policy for these
activities to be
incorporated in
product
development
and resources
are available to
execute them
consistently on a
regular basis.

Secure coding
standards and
code analysis* are

There is an
organizational
policy for secure

N/A

N/A

N/A

N/A
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code analysis
incorporated in
product
development
practices?
[JSP, lines 420 –
425]

4

*Code analysis
refers to "static
code analysis"
(the automated
analysis of
software code
for security
flaws and
adherence to a
secure coding
standard) and
"dynamic code
analysis" (the
testing and
evaluation of a
program by
executing data
in real time).
Is security
testing such as
penetration
testing
performed by
trained
cybersecurity
professionals

are not
incorporated
in product
development
activities, nor
are there plans
to make them
a requirement.

employed on an
ad hoc basis and
plans to fully
incorporate them
into product
development have
been drafted and
presented to
organizational
leadership for
approval.

consistently
applied during
product
development using
a documented
process.

coding standards
and code
analysis* to be
incorporated in
product
development
and resources
are available to
execute them.

Professional
penetration
testing is not
conducted
during design
control nor are
there any
plans to make

Penetration testing
is performed on an
ad hoc basis by
trained/certified
professionals.

Penetration testing
is performed
consistently by
trained/certified
professionals using
a documented
process.

There is an
organizational
policy for
penetration
testing to be
performed
during design
control and at
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N/A

N/A
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5

6

during design
control?
[JSP, lines 441 –
452]

this a
requirement.

Is robustness
testing
performed
during product
development?
[JSP, lines 436 –
440]

Robustness
testing is not
performed
during
product
development
nor are there
any plans to
make this a
requirement.

Robustness testing
is performed on an
ad hoc basis. Plans
to require
robustness testing
during product
development have
been drafted and
presented to
organizational
leadership for
approval.

Robustness testing
is performed
consistently during
product
development using
documented
processes.

Have processes
been instituted
to monitor,
identify, assess,
remediate, and
validate security
patches for
product
software and
third-party
components?
[JSP, lines 427 –
434; 645 – 700]

No processes
have been
formalized for
these activities
nor are there
any plans to
do so.

Some of these
processes exist
and some activities
are conducted on
an ad hoc basis.
Plans to require
these processes
have been drafted
and presented to
organizational
leadership for
approval.

These processes
have been
documented and
are performed on a
consistent basis.
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some minimum
frequency after
each software
release or each
major software
release,
whichever is
more frequent.
There is an
organizational
policy for
robustness
testing to be
performed
during product
development
and resources
are available to
conduct the tests
consistently on a
regular basis.
There is an
organizational
policy
formalizing these
processes and
resources are
available to
execute them
consistently on a
regular basis.
Records are
created and
maintained to

N/A

N/A

KPIs such as
patch
turnaround
time,
vulnerabilities
per product,
and average
exploitability
scores (e.g.,
Common
Vulnerability
Scoring System
[CVSS]) are

Security
incidents and
other threat
intelligence are
combined with
KPI metrics and
analyzed on a
regular basis to
perform patch
prioritization
and identify
process and
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demonstrate
consistent
execution.

7

Are validated
patches
deployed using
an established
method?
[JSP, lines 672 –
690]
*Deployment
refers to one of
these methods:
remote update
by vendor
support using a
secure
authorized
service; on-site
update
performed by
vendor support;
customeradministered
using patches
retrieved from

An established
method for
deploying*
validated
patches is not
used nor is
there a plan to
formalize such
a method.

Patches are
deployed*
inconsistently on
an ad hoc basis. A
patch deployment
method has been
drafted and
presented to
organizational
leadership for
approval.
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A patch
deployment*
method has been
documented and
patches are
deployed using
this method
consistently.

There is an
organizational
policy defining
the established
method for
patch
deployment*
and resources
are available to
conduct
patching
consistently on a
regular basis.

established.
Metrics from
these KPIs are
collected and
used to monitor
the
effectiveness of
the patch
management
function.

technology
improvements.

N/A

N/A
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8

9

10

vendorprovided
sources
Can reports be
generated to
show patching
failures?
[JSP, lines 672 –
690]

Reports
cannot be
generated to
show patching
failures. There
are no plans to
implement
and formalize
such a feature.

Reports are
generated
inconsistently on
an ad-hoc basis.

Is there a public
webpage where
customers can
go to identify
new patches?
[JSP, lines 691 –
7-00]

No public web
page exists for
customers to
identify new
patches nor
are there plans
to deploy such
a site.

Plans to deploy
such a web page
have been drafted
and presented to
organizational
leadership for
review.

There is a public
web page
displaying
available patches.
Procedures for
updating this web
page have been
documented and
are followed
consistently.

Do service and
support
personnel have
procedures for
requesting
access to
customer
systems and
restoring

There are no
procedures for
requesting this
access nor are
there plans to
create these
procedures.

Some procedures
exist and they are
followed on an ad
hoc basis.

Procedures for
requesting access
to customer
systems and for
restoring any
security controls to
their intended
configuration prior
to ending the
support visit have
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A method for
reporting patching
failures has been
documented and
failures are
reported
consistently using
this method.

There is an
organizational
policy defining
the method used
to report
patching failures
and resources
are available to
generate these
reports.
There is a public
organizational
coordinated
disclosure policy.
Disclosures are
shared on the
web page along
with resources
for customers to
find available
patches.
There is an
organizational
policy defining
these
procedures and
resources are
available to
follow them
consistently on a
regular basis.

N/A

N/A

N/A

N/A

N/A

N/A
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11

12

security
measures?
[JSP, 455 – 472]
Are controls in
place for service
personnel to
uniquely
authenticate to
customer
systems?
[JSP, lines 475 –
477]

Is there
established
policy and
procedures
around the use
of removable
media with
products and
handling of
customer data?
[JSP, lines 479 –
495]

These controls
do not exist
nor are there
plans to
implement
them.

These policies
and
procedures do
not exist nor
are there plans
to create
them.

Controls are in
place on some
systems.
Procedures may
exist for
implementing
controls, but they
are followed on an
ad hoc basis. Plans
to require these
controls have been
drafted and
provided to
organizational
leadership for
approval.
Some policies or
procedures exist
and they are
followed on an ad
hoc basis. Plans to
formalize these
policies or
procedures have
been drafted and
provided to
organizational
leadership for
approval.
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been documented
and are followed
consistently.
Controls are in
place for service
personnel to
uniquely
authenticate to
customer systems.
Procedures for
implementing
these controls have
been documented
and are followed
consistently.

Procedures have
been documented
and are followed
consistently.

There is an
organizational
policy defining
these controls
and resources
are available to
apply them
consistently.
Formal
documentation
describing these
controls and how
they are
implemented
has been
provided to
customers.
There is an
organizational
policy for the use
of removable
media and
handling of
customer data
and resources
are available to
follow it
consistently.

N/A

N/A

N/A

N/A
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13

14

Are plans in
place to
maintain
security
throughout the
lifecycle of a
product?
[JSP, lines 305 –
323]

There are no
such plans in
place nor are
there
intentions to
create them.

Do products
have anticipated
end of life
and/or end of
support dates
established with
consideration to
supporting
third-party
products and
components?
[JSP, lines 703 –
726]

These dates
may exist but
they do not
consider third
party product
and
component
support.

Security is
maintained from
conception
through postmarket on an ad
hoc basis. A plan
to direct how
cybersecurity will
be managed
throughout all
phases has been
drafted but may
not yet be
complete.

These dates have
been established
for some products
and consideration
is given for thirdparty product
support on an ad
hoc basis. Plans
have been drafted
to establish a
formal method for
setting dates and
have been
presented to
organizational
leadership for
approval.
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Processes and
procedures
describing how
security is to be
maintained in each
phase of the
lifecycle, to include
post-market
activities (e.g.,
vulnerability
remediation,
incident response),
have been
documented and
are followed
consistently.
Procedures have
been documented
for setting end of
life and end of
support dates for
all products; they
include provisions
to notify customers
no less than 3
years before
product end of life
or end of support.
Documentation
includes
consideration for
unsupported thirdparty products and
components.

There is an
organizational
policy to ensure
security is
managed at all
phases of the
product lifecycle.
Resources are
available to
consistently fulfil
the requirements
of this policy.

There is an
organizational
policy for setting
these dates and
resources are
available to
establish them.
Dates have been
clearly
communicated
to customers.

N/A

N/A

N/A

N/A
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These procedures
are followed
consistently.
JSP SURVEY COMPONENT
1

2

Do escalation
procedures
define
cybersecurity
signals?
[JSP, lines 537 –
559]

Are customer
reported
cybersecurity
issues

COMPLAINT HANDLING

Cybersecurity
signals (information
that indicates the
potential for a
vulnerability or
exploit) are not
monitored nor do
escalation
procedures define
them. There are no
plans to define or
monitor
cybersecurity
signals.

Some cybersecurity
signals (information
that indicates the
potential for a
vulnerability or
exploit) are defined
within escalation
procedures and
monitored on an ad
hoc basis. Plans to
clearly define,
document, and
monitor these
signals have been
drafted and
presented to
organizational
leadership for
review.

Cybersecurity
signals are defined
and documented
consistently within
escalation
procedures. Signals
are monitored and
triaged consistently.

Customer reported
cybersecurity issues
are not documented
in complaint

These issues are
documented on an
ad hoc basis. A
proposal for

Using documented
procedures,
customer reported
cybersecurity issues
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There is an
organizational
policy to ensure
cybersecurity
signals are defined,
monitored, and
documented.
Resources have
been trained and
are available to
monitor, categorize
and triage these
signals on a regular
basis.

There is an
organizational
policy to ensure
customer reported

Metrics are
collected on a
regular basis that
measure e.g., the
number of
detected signals,
affected device(s),
their
type/category and
time to remediate.
These metrics are
regularly analyzed
to assess the
effectiveness of
device design and
vulnerability
handling and
incident response
processes. Reports
from these metrics
are provided to
organizational
leadership on a
regular basis.
Metrics are
collected on a
regular basis that
measure e.g., the

N/A

N/A
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3

documented in
complaint
handling
systems?
[JSP, lines 537 –
559]

handling systems
nor are there plans
to do so.

formally
documenting these
issues has been
drafted and
presented to
organizational
leadership for
review.

are documented in
complaint handling
systems on a
consistent basis.

cybersecurity issues
are documented in
complaint handling
systems. Resources
are available to
document these
issues.

Are processes in
place to ensure
review of
reported
complaints
related to
cybersecurity?
[JSP, lines 537 –
559]

No processes are in
place to ensure
review of reported
cybersecurity
complaints, nor are
there plans to
implement such
processes.

Complaints related
to cybersecurity are
reviewed on an ad
hoc basis. A
proposal for
formalizing these
processes has been
drafted and
presented to
organizational
leadership for
review.

Reported
complaints related
to cybersecurity are
reviewed on a
consistent basis
using documented
processes.
Documented
procedures are
followed
consistently by
service and support

There is an
organizational
policy to ensure
reported complaints
related to
cybersecurity are
reviewed, escalated,
and triaged on a
regular basis.
Resources are
available to review
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number of
customer reported
cybersecurity
issues, affected
device(s), their
type/category and
time to remediate.
These metrics are
regularly analyzed
to assess the
effectiveness of
device design,
vulnerability
handling and
complaint
handling
processes. Reports
from these metrics
are provided to
organizational
leadership on a
regular basis.

N/A

N/A
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4

5

Have processes
been established
to notify a CERT,
ISAO, and/or
regulator as
appropriate of
reported
cybersecurity
issues?
[JSP, lines 560 –
570; 587 – 595]

Are internal
teams engaged
within 30 days
of a reported
security incident
and updated
every 60 days
thereafter?
[JSP, lines 574 –
576]

There are no
established
processes for
notifying a computer
emergency response
team (CERT),
Information Sharing
and Analysis
Organization (ISAO),
and/or regulator of
cybersecurity issues.
There are no plans
to establish these
processes.
Internal teams do
not manage
reported security
issues, including
verified significant
incidents and
vulnerabilities, within
30 days; nor are
mitigations and
expected
remediation
timelines
communicated to
affected entities
within 30 days.
Regular
communications to

A CERT, ISAO,
and/or regulator is
notified on an ad
hoc basis. A
proposal for
formalizing these
processes has been
drafted and
presented to
organizational
leadership for
review.

Internal teams
manage reported
security issues,
including verified
significant incidents
and vulnerabilities,
within 30 days on an
ad hoc basis; this
includes
communication to
affected entities
with mitigations and
expected
remediation
timelines. Regular
communication to
affected entities at
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personnel for triage
of cybersecurity
complaints.
A CERT, ISAO,
and/or regulator is
notified as
appropriate of
reported
cybersecurity issues
on a consistent
basis using a
documented
process.

Using a
documented
process followed
consistently, internal
teams engage as
soon as possible
and manage
reported security
issues, including
verified significant
incidents and
vulnerabilities,
within 30 days; this
includes
communication to
affected entities
with mitigations and

and act upon these
complaints.
There is an
organizational
policy to ensure a
CERT, ISAO, and/or
regulator is notified
of cybersecurity
issues. Resources
are available to
notify these groups.

There is an
organizational
incident response
policy that requires
internal teams to be
engaged as soon as
possible and
manage reported
security issues,
including verified
significant incidents
and vulnerabilities,
within 30 days; this
includes
communication to
affected entities
with mitigations and

N/A

N/A

N/A

N/A
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6

Are the incident
response
processes
regularly
practiced?
[JSP, lines 571 –
595]

affected entities
does not occur at
least every 60 days
thereafter until
resolution.

least every 60 days
thereafter occurs on
an ad hoc basis. A
proposal to
formalize these
procedures has
been drafted and
presented to
organizational
leadership for
review.

expected
remediation
timelines. Regular
communication to
affected entities
occurs every 60 days
thereafter until the
security issue is
resolved.

Tabletop exercises
or other practice
drills for Incident
response processes
do not occur.

Tabletop exercises
or other practice
drills for incident
response processes
occur on an ad hoc
basis. A proposal to
formalize practice
sessions has been
drafted and
presented to
organizational
leadership for
review.

Procedures for
conducting tabletop
exercises or other
practice drills for
incident response
processes have
been documented
and are followed
consistently.
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expected
remediation
timelines. The policy
also requires regular
communication to
affected entities
every 60 days
thereafter until the
security issue is
resolved. Resources
are available to
manage and triage
these security
incidents.
There is an
organizational
policy that requires
incident response
process training
exercises to occur
on a regular basis.
Resources are
available to
participate in and
conduct these
exercises.
Completion of
training exercises is
recorded and
tracked, and results
are provided to
organizational
leadership for
review.

N/A

N/A
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7

8

Is there a public
webpage where
bulletins or
advisories
relating to
vulnerabilities or
incidents can be
posted?
[JSP, lines 577 –
586; 691 - 700]

Are there clearly
defined criteria
for remediation
of security risk
for products in
development?

No public webpage
or direct customer
notification
mechanism is used
for this purpose.

These criteria (e.g.,
remediation time;
actions to take
based on risk level)
are not clearly
defined.

Plans to deploy
such a web page
and/or direct
customer
notification
mechanism have
been drafted and
presented to
organizational
leadership for
review.

Some risk
remediation criteria
(e.g., remediation
time; actions to take
based on risk level)
for products in
development have
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There is a public
web page and/or
direct customer
notification
mechanism for
sharing advisories
related to product
security
vulnerabilities.
Procedures for
updating this web
page and/or direct
customer
notification
mechanism have
been documented
and are followed
consistently.

Clearly defined
criteria for
remediation of
security risk for
products in
development have
been documented

There is an
organizational
policy that requires
notifications of
security
vulnerabilities to be
published on this
web page and/or
through a direct
customer
notification
mechanism within
30 days of initial
discovery for
customer and thirdparty reported
vulnerabilities or
incidents. Resources
are available to
update this web
page and/or direct
customer
notification
mechanism
consistently and on
a regular basis.
There is an
organizational
policy that clearly
defines risk
remediation criteria
for products in
development.

N/A

N/A

N/A

N/A
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[JSP, lines 601 –
635]

9

10

Are there clearly
defined criteria
for remediation
of security risk
for
commercialized
product?
[JSP, lines 611 –
635]

These criteria (e.g.,
remediation time;
actions to take
based on risk level)
are not clearly
defined.

Are medium to
critical
vulnerabilities
communicated
to customers
within 30 days?
[JSP, lines 615 –
620]

Medium to critical
uncontrolled
vulnerabilities are
not communicated
to customers within
30 days of discovery.

been defined. Plans
to formally define
these criteria have
been drafted and
provided to
organizational
leadership for
review.
Some risk
remediation criteria
(e.g., remediation
time; actions to take
based on risk level)
for commercialized
products have been
defined. Plans to
formally define
these criteria have
been drafted and
provided to
organizational
leadership for
review.
Medium to critical
uncontrolled
vulnerabilities are
communicated to
customers within 30
days on an ad hoc
basis. Plans to
require this
communication to
occur within 30 days
have been drafted
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and are followed
consistently.

Resources are
available to assess
risk remediation
based on this policy.

Clearly defined
criteria for
remediation of
security risk for
commercialized
products have been
documented and
are followed
consistently.

There is an
organizational
policy that clearly
defines risk
remediation criteria
for commercialized
products. Resources
are available to
assess risk
remediation based
on this policy.

Medium to critical
uncontrolled
vulnerabilities are
communicated to
customers within 30
days on a consistent
basis using a
documented
process.

There is an
organizational
policy to notify
customers of
medium to critical
uncontrolled
vulnerabilities, to
include interim risk
control measures,
within 30 days of
their discovery.

N/A

N/A

N/A

N/A
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and provided to
organizational
leadership for
review.
11

Are medium to
critical
vulnerabilities
remediated
within 60 days?
[JSP, lines 615 –
626]

Medium to critical
uncontrolled
vulnerabilities are
not remediated
within 60 days.

Medium to critical
uncontrolled
vulnerabilities are
remediated within
60 days on an ad
hoc basis. Plans to
require remediation
within 60 days have
been drafted and
provided to
organizational
leadership for
review.
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Medium to critical
uncontrolled
vulnerabilities are
remediated within
60 days on a
consistent basis
using a
documented
process.

Resources are
available to prepare
and communicate
this information to
customers.
There is an
organizational
policy to remediate
medium to critical
uncontrolled
vulnerabilities within
60 days, to include
distribution of any
fixes to customers.
Resources are
available to
remediate and
distribute these
vulnerabilities per
the policy.

N/A

N/A

49

ABOUT BOOZ ALLEN
For more than 100 years, business,
government, and military leaders have
turned to Booz Allen Hamilton to solve
their most complex problems. As a
consulting firm with experts in
analytics, digital, engineering, and
cyber, we help organizations transform.
To learn more, visit BoozAllen.com.

ABOUT MDIC
Founded in 2012, MDIC has been
working diligently to improve
healthcare for patients through the
lens of regulatory assessment and
innovation. As the only public-private
partnership within the scope of
medical technology, we at MDIC help
improve patient access and efficiency
to improve the wellbeing of patients.
To learn more, visit mdic.org.

