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About the Medical Device Innovation Consortium 
The Medical Device Innovation Consortium (MDIC) is the first public-private partnership created to 
advance the medical device regulatory process for patient benefit. MDIC was formed in 2012 to bring 
the U.S. Food and Drug Administration (FDA) and industry together to share vital knowledge that 
can help bring safe, affordable, and effective devices to patients and providers more quickly. MDIC 
membership and participation are open to nonprofit, industry, and government organizations that 
are substantially involved in medical device research, development, treatment, or education; or in 
the promotion of public health; or that have expertise or interest in regulatory science. MDIC has been 
designed to pursue several strategies that support its mission: 

•	 Create a forum for collaboration and dialogue 

•	 Make strategic investments in regulatory science, utilizing working groups to identify and 
prioritize key issues, and to request, evaluate, and implement project proposals 

•	 Provide and enable implementation of tools from these projects that drive cost-effective 
innovation

The activities and outputs from MDIC are intended to: 

•	 Ensure that innovative technology is readily available to patients

•	 Provide industry and government with methods and tools that may be used to expedite medical 
device development and the regulatory process 

•	 Reduce the risk and expense of clinical research 

•	 Reduce time and cost of medical device development MDIC members 

•	 Provide guidance and leadership through collaboration to develop solutions for regulatory, 
scientific, health, and economic challenges within the medical device and diagnostic industry.

MDIC welcomes the participation of medtech companies and those with a vested interest in 
the medical device industry. Please reach out to us to learn more about how your company can 
become an MDIC member. 

Visit us at https://mdic.org or  
Follow on LinkedIn https://www.linkedin.com/company/medical-device-innovation-consortium-mdic.

About Apraciti 
Apraciti, LLC specializes in providing comprehensive cybersecurity services tailored specifically for 
medical device manufacturers. With a dedicated focus on product security, Apraciti offers services 
and expertise to help strengthen the security of products and programs. Apraciti’s mission is to 
ensure the cybersafety, reliability, and compliance of medical devices, thereby safeguarding patient 
safety and building trust in the healthcare industry. 

Please visit us at https://www.apraciti.com or  
Follow on LinkedIn https://www.linkedin.com/company/apraciti.

Copyright 2024 The Medical Device Innovation Consortium
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MDIC Cybersecurity Program 
Background
Medical devices have grown increasingly complex and connected, improving patient care by integrating 
advanced features and capabilities. To safeguard these devices and the sector’s ability to continue 
delivering on its promise to improve patient outcomes, ensuring the cybersecurity of medical devices and 
the systems in which they operate are key. Section 524B of the Federal Food, Drug, and Cosmetic Act now 
explicitly requires that certain medical devices provide “a reasonable assurance that the device and related 
systems are cybersecure,” and the U.S. Food and Drug Administration’s (FDA) Center for Devices and 
Radiological Health (CDRH) has issued guidance to address cybersecurity as part of their ongoing effort 
to ensure safety and effectiveness of medical devices across their lifecycle. To effectively meet regulatory 
requirements and protect their devices, manufacturers must build risk management programs that span 
premarket from early design, through the development of products, and into the postmarket environment.

MDIC established its Cybersecurity Program to help drive cybersecurity across the sector.

Cybersecurity Mission 
Increase and enable sector expertise, collaboration, methodologies, and transparency to support the 
developing and maintaining of safe and secure medical devices throughout the total product lifecycle.

Cybersecurity Vision 
By safeguarding patient care and protecting patient safety while advancing cybersecurity maturity 
and resiliency in medical device technologies, accelerating the secure integration of technologies and 
processes into healthcare delivery.

Cybersecurity Projects 
The Medical Device Innovation Consortium (MDIC) is a leader in advocating for robust cybersecurity 
practices within the medical device industry. MDIC’s cybersecurity projects address a variety of critical 
areas, from educating manufacturers on threat modeling to establishing industry-wide benchmarks for 
cybersecurity maturity. Here are the key cybersecurity initiatives at MDIC. Resources from each project 
can be accessed using the links in the project pages.   

•	 Coordinated Vulnerability Reporting Medical Device Cybersecurity Report
•	 Medical Device Penetration Testing
•	 Medical Device Cybersecurity Benchmarking via MedTech Joint Security Plan
•	 Medical Device Cybersecurity Threat Modeling

Cybersecurity Executive Committee
  Chris Reed, Medtronic (Co-Lead) 
Aftin Ross, FDA (Co-Lead)  
Edison Alvarez, BD 
Curtis Blythe, Abbott
Sateesh Bolloju, Alcon 
Joel Cardella, DexCom

Jim Jacobson, Siemens 
Kristen Killheffer, Siemens
Adam Lacy, Stryker 
Dan Lyon, Boston Scientific 
Scott Nichols, Danaher
Bill O’Connell, Roche

Tom Pendergast, Roche
Rene Pluis, Philips 
Jay Radcliffe, Thermo Fisher 
Hans-Martin von Stockhausen, Siemens
Jessica Wilkerson, FDA 
Dirk de Wit, Philips

Staff
Jithesh Veetil, Senior Program Director, Digital Health & Technology 
Noor Falah, Project Manager, Digital Health & Technology

Contact the MDIC Cybersecurity team at: cybersecurity@mdic.org

https://mdic.org/project/coordinated-vulnerability-reporting-medical-device-cybersecurity-report/
https://mdic.org/project/medical-device-penetration-testing/
https://mdic.org/project/medtech-industry-benchmarking-via-medtech-joint-security-plan/
https://mdic.org/project/medical-device-cybersecurity-threat-modeling/
mailto:cybersecurity%40mdic.org?subject=
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y What is the state of cybersecurity 

for medical device manufacturers?
At an increasing rate, medical device manufacturers are working to innovate 
and make available new healthcare solutions to patients and providers around 
the world. This innovation is often built upon evolving technologies, advanced 
methodologies and novel utilities aimed at improving and saving the lives of 
patients. With unintentional and intentional cybersecurity threats, securing 
devices is paramount to protect the safety of patients and integrity of the 
product. 

Manufacturers are confronted with a growing array of requirements and 
expectations regarding medical device cybersecurity. This leads to the 
challenge of determining prioritization amidst competing demands, while 
determining what mandates and regulations apply to their organization and 
products. 

The benchmarking survey, as well as the annual benchmarking report are 
offered as a collaborative effort between The Medical Device Innovation 
Consortium (MDIC), Apraciti, LLC and the Healthcare & Public Health Sector 
Coordinating Council (HSCC). This benchmarking effort is aimed at informing 
the creation of resources to measure maturity over time and enable industry 
growth through continuous product security enhancements. 

5
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Methodology, Approach and Sample
How was the survey conducted?
A self-administered, online survey was fielded from September 12th to December 1st, 2023, and all 
medical device manufacturers (MDMs) were eligible to participate. MDMs who are members of the 
MDIC were invited via email and the survey was promoted on social media for all others. The survey 
included 39 questions derived from the HSCC Medical Device and Health IT Joint Security Plan’s (JSP) 
maturity assessment framework (version 1, 2019.) The 39 questions spanned four domains, which 
consist of fifteen total categories (Table 1). 

Domains Categories # of Questions

Organization
Structure 3
Governance 3

Risk Management

Risk Register 2
Risk Assessment 1
Supply Chain 8
Third Party Entities 3
Exceptions 1

Design Control

Design Input Security 
Requirements

1

Standards & Testing 3
Vulnerability Management & 
Patch Management

3

Customer Requirements 3
Cybersecurity Management Plan 2

Complaint Handling

Customer Complaint Escalation 1
Security Incident Management, 
Response & Communication

3

Remediation Planning 2

Table 1. Domain, Category, Question Outline

Maturity was graded at the question level using a scale of 0 (not initiated) to 5 (optimized), adapted 
from the CMMI Institute’s Capability Maturity Model Integration (CMMI) process improvement 
program. Providing this type of scoring enables the organization to more accurately assess how 
completely and consistently the activities are being performed across the entire product portfolio for 
their organization.

Score Level Description
0 Not Initiated Nothing is in place at this level for any products
1 Initiated Concept being circulated
2 Managed Established plans being circulated
3 Defined Documented processes and plans implemented and executed
4 Quantitatively Managed Metrics are routinely used to evaluate performance
5 Optimized Performance improvements are made, and activities optimized

Table 2.  Maturity Level Model

https://healthsectorcouncil.org/wp-content/uploads/2024/03/Medical-Technology-and-Health-IT-Joint-Security-Plan-v2.pdf
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Questions were modified from the approach used in the 2022 Medical Device Cybersecurity Maturity 
Industry Benchmarking Survey. Due to this, the findings compared across surveys reflect a trend 
break in the methodology and should be viewed, at most, as directional indicators. 

Questions were either discrete choice questions where respondents selected one of 6 answers or 
a Grouped question. Grouped questions were based on a three-part answer, where respondents 
reported on the (1) frequency (2) standards and (3) metrics, audit and input used for each individual 
cybersecurity activity. (See Appendix A for Grouped Response Matrix.) 

Who participated in the survey?
The findings in this benchmarking report represent responses from 27 individual MDMs. Those 27 
MDMs provided demographic data that showed details on Organization Market Cap, Number of 
Employees, Use of the JSP and completion of security maturity assessments prior to the survey. The 
sample of participating MDMs who completed the assessment represents a range of large ($2B+), 
mid ($250M - $2B) and small (<$250M) companies based on self-reported market cap and number of 
employees. In total, 11 (40%) of the 27 companies had not performed a security maturity assessment 
prior to the survey, while 10 (37%) had executed a custom security maturity assessment (Figure 1).  

Figure 1.  
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 Demographics of Participating MDM Cohort 

 https://mdic.org/wp-content/uploads/2022/10/test2Final_MDIC-Cybersecurity-Benchmarking-Report_Overview_2022091227.pdf
 https://mdic.org/wp-content/uploads/2022/10/test2Final_MDIC-Cybersecurity-Benchmarking-Report_Overview_2022091227.pdf


8 Medical Device Cybersecurity Maturity: Industry Benchmarking Report 2023
Copyright 2024 The Medical Device Innovation Consortium

Overview of Findings 
Overall Security Maturity
Overall, the average cybersecurity maturity rating for medical device manufacturers across 
all participating companies is 1.86. This figure underscores the industry-wide challenge, with 
organizations still hovering between developing cybersecurity concepts and working to implement 
plans within their companies. It’s worth noting that while there is a slight uptick from the previous 
year average maturity rating (1.51); however, the composite average remains notably low, indicating a 
persistent gap in cybersecurity readiness among medical device manufacturers. 

Overall, the average cybersecurity maturity rating for medical device 
manufacturers across all participating companies is 1.86. 

This figure underscores the industry-
wide challenge, with organizations still 
hovering between developing cybersecurity 
concepts and working to implement plans 
within their companies. It’s worth noting 
that while there is a slight uptick from 
the previous year average maturity rating 
(1.51); however, the composite average 
remains notably low, indicating a persistent 
gap in cybersecurity readiness among 
medical device manufacturers. 
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On average, Organization is the most mature domain for companies of any size.

In total, overall average 
maturity ratings based on 
all participating MDMs were 
calculated to be similar across 
domains with a range of 1.62 to 
2.22, with the highest average 
for Organization (2.22) and 
lowest in Risk Management 
(1.62.)  Organization was the 
only domain to reach an overall 
maturity of a “2,” with Risk 
Management, Design Control 
and Complaint Handling 
averaging a “1” for the cohort. 

�

�

�

�

�

�

����������
��������

�������
�������

���
�
����������

������
������

	�		
���	 ���� ����

�������������
��������������



Copyright 2024 The Medical Device Innovation Consortium
9

On average, large MDMs are more mature than smaller MDMs. 
Consistent with organizational market cap segments, on average, the largest companies ($2B+) 
are overall most mature, with $250M-$2B and <$250M organizations rating lower on maturity in 
all other domains of medical device cybersecurity (Figure 2). 
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Figure 2. Overall Maturity by Company Size across Domains
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Key Insights on Average Maturity for Categories 
When maturity ratings were averaged across all participating MDMs at the category level, the data 
revealed seven categories were at a level “2 - Managed” and eight were at a level “1 – Initiated.” 
All four domains have at least one category that reached a level 2 rating and all also have level 1 
categories. This demonstrates many of these categories require focus and prioritized efforts for MDMs 
to enhance their medical device cybersecurity (Figure 3). 

Figure 3. 
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Key Observations 
Company Size is Correlated with Maturity Level
The larger the MDM, the higher likelihood the company 
has more mature cybersecurity capabilities.
Despite grappling with the inherent complexities stemming from their expansive product portfolios, 
intricate regulatory landscapes, and the challenges of managing diverse quality management 
systems, the data collected indicates that companies with revenues greater than $2B tend to exhibit 
higher levels of maturity in their product security capabilities. As the size of the manufacturer 
increases, there is a greater likelihood of the company possessing more mature product security 
capabilities.

Recommendations and best practices for maturing organizational cybersecurity 
capabilities can be found in:

•	 Medical Device and Health IT Join Security Plan Version 2.0, Section VI – Organizational 
Governance to Support JSP Implementation; Appendix E – Example Organizational 
Structure

•	 The Health Industry Cybersecurity-Managing Legacy Technology Security (HIC-MaLTS), 
Section A—Governance

Roles and Responsibilities in Product Security
Maturity Still Inching Forward
While this category holds the highest maturity rating among all questions surveyed, the overall score 
remains a 2.78, indicating room for improvement across all companies surveyed. $2B+ companies 
notably outpace their smaller counterparts (<$250M), with a maturity rating of 3.50 compared to 2.18. 
This suggests that while organizations are making efforts to identify capable and qualified individuals 
for product security roles with clear delineation of responsibilities, there remains a need for enhanced 
proficiency and consistency, particularly among smaller enterprises. 

Recommendations and best practices for establishing and refining cybersecurity roles and 
responsibilities can be found in:

•	 Medical Device and Health IT Join Security Plan Version 2.0, Section VI – Organizational 
Governance to Support JSP Implementation; Appendix E – Example Organizational 
Structure; Appendix F – Example Organizational Training

•	 HIC-MaLTS, Section A—Governance, and throughout the document on specific topics 
(see, e.g., the Quick Start guide)

https://healthsectorcouncil.org/wp-content/uploads/2024/03/Medical-Technology-and-Health-IT-Joint-Security-Plan-v2.pdf
https://healthsectorcouncil.org/wp-content/uploads/2024/03/Medical-Technology-and-Health-IT-Joint-Security-Plan-v2.pdf
https://healthsectorcouncil.org/wp-content/uploads/2024/03/Medical-Technology-and-Health-IT-Joint-Security-Plan-v2.pdf
https://healthsectorcouncil.org/wp-content/uploads/2023/03/Health-Industry-Cybersecurity-Managing-Legacy-Technology-Security-HIC-MaLTS.pdf
https://healthsectorcouncil.org/wp-content/uploads/2023/03/Health-Industry-Cybersecurity-Managing-Legacy-Technology-Security-HIC-MaLTS.pdf
https://healthsectorcouncil.org/wp-content/uploads/2024/03/Medical-Technology-and-Health-IT-Joint-Security-Plan-v2.pdf
https://healthsectorcouncil.org/wp-content/uploads/2024/03/Medical-Technology-and-Health-IT-Joint-Security-Plan-v2.pdf
https://healthsectorcouncil.org/wp-content/uploads/2024/03/Medical-Technology-and-Health-IT-Joint-Security-Plan-v2.pdf
https://healthsectorcouncil.org/wp-content/uploads/2023/03/Health-Industry-Cybersecurity-Managing-Legacy-Technology-Security-HIC-MaLTS.pdf
https://healthsectorcouncil.org/wp-content/uploads/2023/07/HIC-MaLTS-Quick-Reference-Guide.pdf
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Establishing Cybersecurity Requirements
Larger Firms Lead in Industry Standards Compliance
The question about whether cybersecurity requirements have been established according to industry 
standards or guidance garnered an average score of 2.67. Interestingly, while <$250M companies 
lagged behind with an average score of 2.00, $250M-$2B companies showed more focus with an 
average score of 3.00, and $2B+ companies demonstrated even higher attention, scoring an average 
of 3.25. This disparity possibly suggests that adherence to industry standards or guidance for 
cybersecurity requirements may have been a focal point for mid and large companies, perhaps due to 
regulatory submission requirements that necessitate compliance with established standards.

Recommendations and best practices for establishing and refining cybersecurity 
requirements can be found in:

•	 Medical Device and Health IT Join Security Plan Version 2.0, Section D – Design and 
Development; Section E – Verification & Validation

•	 HIC-MaLTS, Section C—Cybersecurity Risk Management, and Section VIII—Challenges 
and Recommendations

Supply Chain Security (including Development Environments)
Not planned and Unprotected
The data indicates a concerning lack of maturity across various aspects of supply chain cybersecurity 
practices among the surveyed companies. Despite the critical importance of securing supply 
chains, the average maturity level remains notably low across all surveyed companies, with the 
highest-scoring question still only reaching a mere 2.00 out of 5. This suggests that organizations 
are struggling to effectively identify and manage cybersecurity risks within their supply chain 
environments. Particularly alarming is the absence of formalized cybersecurity supply chain programs 
covering crucial areas like manufacturing and distribution environments. Additionally, the lack of 
established cybersecurity control baselines for both the technology and development environments 
underscores significant gaps in risk management and security processes. These findings highlight 
a pressing need for companies to prioritize the enhancement of their supply chain cybersecurity 
practices, including the implementation of formal programs, integration with quality management 
systems, and the establishment of comprehensive control baselines to mitigate risks effectively 
throughout the supply chain lifecycle.

Recommendations and best practices for managing supply chain security can be found in:

•	 Medical Device and Health IT Join Security Plan Version 2.0, Section C – Supplier 
Management; Section D – Design & Development; Section F - Maintenance

•	 Health Industry Cybersecurity—Supply Chain Risk Management (HIC-SCRM)

•	 HIC-MaLTS, Sections VIII(E)--Software Bill of Materials and VIII(G)--Third Party 
Component Risk Management

https://healthsectorcouncil.org/wp-content/uploads/2024/03/Medical-Technology-and-Health-IT-Joint-Security-Plan-v2.pdf
https://healthsectorcouncil.org/wp-content/uploads/2024/03/Medical-Technology-and-Health-IT-Joint-Security-Plan-v2.pdf
https://healthsectorcouncil.org/wp-content/uploads/2023/03/Health-Industry-Cybersecurity-Managing-Legacy-Technology-Security-HIC-MaLTS.pdf
https://healthsectorcouncil.org/wp-content/uploads/2023/03/Health-Industry-Cybersecurity-Managing-Legacy-Technology-Security-HIC-MaLTS.pdf
https://healthsectorcouncil.org/wp-content/uploads/2024/03/Medical-Technology-and-Health-IT-Joint-Security-Plan-v2.pdf
https://healthsectorcouncil.org/wp-content/uploads/2024/03/Medical-Technology-and-Health-IT-Joint-Security-Plan-v2.pdf
https://healthsectorcouncil.org/wp-content/uploads/2023/10/HIC-SCRiM_2023-2.pdf
https://healthsectorcouncil.org/wp-content/uploads/2023/03/Health-Industry-Cybersecurity-Managing-Legacy-Technology-Security-HIC-MaLTS.pdf
https://healthsectorcouncil.org/wp-content/uploads/2023/03/Health-Industry-Cybersecurity-Managing-Legacy-Technology-Security-HIC-MaLTS.pdf
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Managing Customer Expectations
Weaknesses in Product Security Transparency
The data reflects a concerning trend indicating lower maturity levels in two critical areas: product 
security labeling and the availability of public-facing product security websites. In both cases, 
companies appear to lack well-defined and documented practices aligned with regulatory guidelines 
and industry best practices. The absence of clear labeling and instructions for cybersecurity in 
customer-facing documentation raises questions about transparency and accountability regarding 
product security features and risks. Additionally, the dearth of accessible public-facing websites for 
product security information highlights a communication gap, hindering customer engagement 
on updates, patches, and vulnerability advisories. Notably, the US FDA has emphasized the 
importance of public-facing websites since releasing its post-market cybersecurity guidance in 
2016. These findings underscore the need for companies to enhance their approaches to product 
security communication and transparency to better address customer expectations and regulatory 
requirements.

Recommendations and best practices for managing customer expectations can be found in:

•	 Medical Device and Health IT Join Security Plan Version 2.0, Section D – Design & 
Development; Section F – Verification & Validation; Appendix D – Example Customer 
Security Documentation

•	 HIC-MaLTS, Section B—Communications

Cybersecurity Management Planning
Critical Gaps in End-of-Life Support Anticipation
The survey data underscores a significant deficiency in Cybersecurity Management Planning across 
all company sizes, with the question regarding the establishment of anticipated end-of-life and end-
of-support dates for products emerging as the lowest scoring item among all questions. This critical 
finding highlights a gap in planning for the discontinuation of product support, particularly concerning 
third-party products and components. Additionally, the absence of total-product-lifecycle cybersecurity 
planning during early design and development stages indicates a fundamental oversight in addressing 
cybersecurity risks comprehensively throughout the product lifecycle. These results emphasize the 
need for organizations to prioritize planning for the end of support and end of life within cybersecurity 
management plans that encompass all stages of product development and support.

Recommendations and best practices for addressing cybersecurity management planning 
can be found in:

•	 Medical Device and Health IT Join Security Plan Version 2.0, Section D – Design 
& Development; Section E – Verification & Validation; Section F – Verification & 
Validation;

•	 HIC-MaLTS, Section C—Cybersecurity Risk Management, and throughout the document

https://healthsectorcouncil.org/wp-content/uploads/2024/03/Medical-Technology-and-Health-IT-Joint-Security-Plan-v2.pdfhttp://
https://healthsectorcouncil.org/wp-content/uploads/2024/03/Medical-Technology-and-Health-IT-Joint-Security-Plan-v2.pdfhttp://
https://healthsectorcouncil.org/wp-content/uploads/2024/03/Medical-Technology-and-Health-IT-Joint-Security-Plan-v2.pdfhttp://
https://healthsectorcouncil.org/wp-content/uploads/2023/03/Health-Industry-Cybersecurity-Managing-Legacy-Technology-Security-HIC-MaLTS.pdf
 https://mdic.org/wp-content/uploads/2022/10/test2Final_MDIC-Cybersecurity-Benchmarking-Report_Overview_2022091227.pdf
 https://mdic.org/wp-content/uploads/2022/10/test2Final_MDIC-Cybersecurity-Benchmarking-Report_Overview_2022091227.pdf
 https://mdic.org/wp-content/uploads/2022/10/test2Final_MDIC-Cybersecurity-Benchmarking-Report_Overview_2022091227.pdf
https://healthsectorcouncil.org/wp-content/uploads/2023/03/Health-Industry-Cybersecurity-Managing-Legacy-Technology-Security-HIC-MaLTS.pdf
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Detailed Data: Maturity by Domain 
Domain: Organization
Organization is made up of two categories, Structure and Governance. Structure evaluates whether 
a team of individuals has designated product security roles and responsibilities and the product 
security program in place to execute those functions. Governance consists of product security pre- 
and post-market processes and function integration with the quality management systems. 

The MDMs report a notably higher maturity on the structure in place to support cybersecurity 
operations than on the governance aspects of doing business, with an overall average maturity score 
of 2.47 for Structure and 1.98 for Governance. The 0.49 point difference between the averages of the 
two categories is notable, as the more advanced maturity within MDM’s structure can be leveraged to 
further mature their Governance, the required pre- and post-market processes across domains and 
function integration with the quality management systems. 
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Governance

Figure 5. 
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Governance By Market Cohort

 $2B+ $250M-$2B <$250M Average
Organization 3.25 2.08 1.58 2.22
Governance 2.92 1.83 1.39 1.98
Are Post Market Product Security Processes fully 
integrated with QMS?

3.25 1.75 1.55 2.11

Are Pre-Market Product Security Processes fully 
integrated with QMS?

3.00 2.38 1.82 2.33

Is Product Security fully integrated with  
Quality Audit processes?

2.50 1.38 0.82 1.48

Structure 3.58 2.33 1.76 2.47
Have capable and qualified individuals 
responsible for carrying out product security 
activities been identified with clear roles & 
responsibilities?

3.50 2.88 2.18 2.78

Is a formal Product Security Program in place and 
aligned with an industry standard such as the 
NIST Cybersecurity Framework or HSCC JSP?

3.38 2.25 1.36 2.22

Is an individual designated as the Chief Product 
Security Officer (CPSO), responsible for the 
Product Security Program?

3.88 1.88 1.73 2.41

Table 3. Organization Domain and Category Question by MDM Market Cap
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Domain: Risk Management
The Risk Management domain spans five categories in the 2019 Joint Security Plan. The range in 
average maturity for the categories was a high of 2.48 for risk assessment and low of 1.35 for third 
party entities. It is important to note that 14, or more than half, of reporting MDMs have a maturity of 
“0” for the Supply Chain category. 
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Figure 6. Distribution of MDMs by Maturity on Risk Management

0%

10%

20%

30%

40%

50%

60%

70%

80%

90%

100%

<$250M$250M-$2B$2B+
N=8 N=8 N=11

N=27, All participating MDMs

5

Maturity 
Score

Distribution of MDMs by Maturity on 
Risk Management Risk Assessment

4
3
2
1
0%

 o
f r

es
po

nd
en

ts

12.5%

62.5%

25%
12.5%

25%

50%

12.5% 9%

27.3%

18.2%

45.5%

 Risk Assessment



17Medical Device Cybersecurity Maturity: Industry Benchmarking Report 2023
Copyright 2024 The Medical Device Innovation Consortium

Risk Register

Figure 7. Distribution of MDMs by Maturity on Risk Management Risk Register
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Figure 8. Distribution of MDMs by Maturity on Risk Management Exceptions
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Supply Chain

Figure 9. Distribution of MDMs by Maturity on Risk Management Supply Chain 
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Third Party Entities 

Figure 10. Distribution of MDMs by Maturity on Risk Management Third Party Entities
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 $2B+ $250M-$2B <$250M Average
Risk Management 2.12 1.34 1.46 1.62
Exceptions 2.00 2.38 1.09 1.74
Has labeling for product security been 
defined and documented in customer facing 
documentation (e.g., IFU, user guide, MDS2, 
SBOM) in alignment with regulatory guidance 
and/or industry best practices?

2.00 2.38 1.09 1.74

Risk Assessment 3.00 2.63 2.00 2.48
Is a unique and standalone process to execute 
cybersecurity risk assessments fully integrated 
with the Quality Management System (QMS) 
and does it require using exploitability as 
opposed to likelihood/probability for risk 
evaluation, include managing both pre 
and post market risks, and how to manage 
cybersecurity risks that may impact patient 
safety (e.g., integration with safety risk 
assessment process)?

3.00 2.63 2.00 2.48

Risk Register 2.38 2.81 2.14 2.41
Are cybersecurity risks and software anomalies 
identified throughout design and development 
(including testing) properly evaluated and 
managed (e.g., tracked in R&D defect tracking 
systems, design history or risk management 
files)?

2.38 3.13 2.18 2.52

Is a Cybersecurity Risk Assessment performed 
on all identified vulnerabilities potentially 
impacting an on-market product?

2.38 2.50 2.09 2.30

Supply Chain 2.00 0.91 1.33 1.40
Are cybersecurity risks identified in the 
organization's Supply Chain Environment 
managed in alignment with the organization’s 
risk management process?

1.50 0.63 1.27 1.15

Does the organization maintain information 
security policies that apply to any systems or 
software that are used in the development 
environment?

2.63 1.38 2.00 2.00
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 $2B+ $250M-$2B <$250M Average
Risk Management 2.12 1.34 1.46 1.62
Has the organization implemented 
Cybersecurity Supply Chain incident 
management processes?

1.88 1.00 1.09 1.30

Has the organization implemented 
Cybersecurity Supply Chain processes?

1.75 0.88 1.55 1.41

Have cybersecurity control baselines been 
established for the development environment?

2.50 1.25 1.45 1.70

Have cybersecurity control baselines been 
established for the technology in the supply 
chain environment?

2.13 0.63 1.18 1.30

Have Supply Chain Cybersecurity Processes 
been fully integrated with QMS?

2.00 0.75 0.91 1.19

Is a formal Cybersecurity Supply Chain 
Program in place, covering manufacturing, 
distribution environments?

1.63 0.75 1.18 1.19

Third-Party Entities 2.00 0.75 1.30 1.35
Does the organization maintain a supplier 
cybersecurity risk management program 
including which type of suppliers require an 
assessment and the frequency of assessment?

2.13 0.75 1.18 1.33

Have cybersecurity requirements been 
incorporated into supplier contractual 
agreements?

2.00 0.88 1.18 1.33

Have third party cloud tools used in the 
development been documented and assessed 
for cybersecurity?

1.88 0.63 1.55 1.37

Table 4. Risk Management Domain and Category Question by MDM Market Cap Domain: Design Control 
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Domain: Design Control
Design Control consists of the core product cybersecurity activities to be executed. This includes 
performing various tasks such as threat modeling and security testing, verification and validation 
and documentation. In this domain, MDMs should also be establishing plans for how they will be 
managing their products post-market (i.e., once they are commercialized). Participating MDMs varied 
widely on their maturity of this segment. Consistent with other domains, the larger organizations 
tended to be more mature than the smaller companies. 
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Figure 11. Distribution of MDMs by Maturity on Design Control Design Input Security Requirements
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Standards & Testing

Figure 12. Distribution of MDMs by Maturity on Design Control Standards & Testing 
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Figure 13. Distribution of MDMs by Maturity on Design Control Vulnerability Management & Patch Management 
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Customer Requirements

Figure 14. Distribution of MDMs by Maturity on Design Control Customer Requirements 
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Figure 15. Distribution of MDMs by Maturity on Design Control Cybersecurity Management Plan 
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 $2B+ $250M-$2B <$250M Average
Design Control 2.11 1.88 1.83 1.93
Customer Requirements 1.83 1.42 2.03 1.79
Are controls in place for service personnel to 
uniquely authenticate to customer systems? 

1.38 0.75 2.18 1.52

Do service and support personnel have 
procedures for requesting access to customer 
systems and restoring security measures? 

2.00 1.63 1.55 1.70

Is there an established policy and procedure 
around the use of removable media with 
products and handling of customer data? 

2.13 1.88 2.36 2.15

Cybersecurity Management Plan 1.25 1.06 1.27 1.20
Do products have anticipated end of life and/
or end of support dates established with 
consideration to supporting third-party 
products and components? 

1.13 0.75 1.18 1.04

Is total-product-lifecycle cybersecurity 
planning performed during concept and early 
in design and development?

1.38 1.38 1.36 1.37

Design Input Security Requirements 3.25 3.00 2.00 2.67
Have cybersecurity requirements been 
established, following an industry recognized 
standard or guidance?

3.25 3.00 2.00 2.67

Standards & Testing 2.46 2.29 1.82 2.15
Do cybersecurity requirements include secure-
by-design principles (e.g., system hardening, 
system patching, coding standards, etc.)?

2.63 2.13 1.82 2.15

Has cybersecurity testing been defined and 
executed, based on a product's design and 
intended use environment (e.g., SAST, SCA, 
Vulnerability Scanning, etc.)?

2.13 2.38 1.82 2.07

Has validation testing been executed, ensuring 
all implemented cybersecurity requirements 
are functioning as intended and without 
uncontrolled or unacceptable vulnerabilities 
(e.g., penetration testing, vulnerability 
scanning, fuzz testing, robustness testing, 
SBOM scanning, etc.)?

2.63 2.38 1.82 2.22

Vulnerability Management & Patch 
Management

2.25 2.08 1.94 2.07
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 $2B+ $250M-$2B <$250M Average
Design Control 2.11 1.88 1.83 1.93
Are cybersecurity verification and validation 
test failures properly managed (e.g., failed 
requirements, patching failures, etc.)?

2.00 2.50 1.73 2.04

Are routine update and patch management 
plans established in support of product launch 
covering both product software and third-party 
components?

2.25 1.38 1.82 1.81

Are validated patches deployed using an 
established method? 

2.50 2.38 2.27 2.37

Table 5. Design Control Domain and Category Question by MDM Market Cap
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Domain: Complaint Handling 
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Customer Complaint Escalation

Figure 17. 
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Remediation Planning

Figure 18. Distribution of MDMs by Maturity on Compliant Handling Remediation Planning 

0%

10%

20%

30%

40%

50%

60%

70%

80%

90%

100%

<$250M$250M-$2B$2B+
N=8 N=8 N=11

N=27, All participating MDMs

5

Maturity 
Score

Distribution of MDMs by Maturity on 
Compliant Handling Remediation Planning

4
3
2
1
0%

 o
f r

es
po

nd
en

ts

25%

12.5%

25%

37.5%

12.5%
12.5%

50%

25%
9.1%

18.2%

9.1%

18.2%

45.5%



28 Medical Device Cybersecurity Maturity: Industry Benchmarking Report 2023
Copyright 2024 The Medical Device Innovation Consortium

 $2B+ $250M-$2B <$250M Average
Complaint Handling 2.60 2.06 1.41 1.96
Customer Complaint Escalation 2.63 2.25 1.18 1.93
Are Complaint Handling systems capturing 
and tracking cybersecurity risks and are 
they periodically monitored for potential 
vulnerabilities that may impact on-market 
products?

2.63 2.25 1.18 1.93

Remediation Planning 2.38 1.75 1.59 1.87
Are Cybersecurity Routine Updates & Patches 
properly managed in alignment with regulatory 
guidance and/or industry best practices 
(e.g. US FDA requirements for controlled/
uncontrolled risk)?

2.25 1.88 1.55 1.85

Are external communication plans developed 
for responding to vulnerabilities and/
or incidents in alignment with regulatory 
guidance and/or industry best practices 
(e.g. US FDA requirements for controlled/
uncontrolled risk)?

2.50 1.63 1.64 1.89

Security Incident Management, Response & 
Communication 

2.75 2.21 1.36 2.02

Are internal teams engaged within 30 days of a 
reported security vulnerability or incident and 
updated every 60 days thereafter? 

3.25 2.75 1.82 2.52

Are product security incidents managed, and 
are plans periodically tested?

2.38 2.75 1.36 2.07

Is a Product Security public facing website 
available for customers to review for product 
security information (e.g., routine update and 
patch information, bulletins and advisories 
related to vulnerabilities or incidents)?

2.63 1.13 0.91 1.48

Table 6.  Complaint Handling Domain and Category Question by MDM Market Cap

Conclusion
In conclusion, as medical device manufacturers strive to innovate and address evolving healthcare 
needs, cybersecurity remains paramount in protecting patient safety. Amidst growing regulations, 
requirements, and expectations, understanding the maturity of organizations medical device 
cybersecurity capabilities is critical in helping to enhancing cybersecurity practices. Moving forward, 
we will continue these initiatives to facilitate industry growth and promote ongoing product 
cybersecurity enhancements.
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Appendix A
Data Collection & Processing Confidentiality
At no time throughout the processes of data collection, data analysis, or report publishing, were 
participants’ data revealed beyond the immediate team facilitating the survey or outside of the 
Product Security Hub Platform. The information included in this report and any other proceeding 
documents is and will remain 100% anonymous. No names or other identifying characteristics are or 
will be included.

Respondents submitted answers via Product Security Hub, a multi-tenant application hosted in 
Microsoft Azure and all data is protected with AES256 bit encryption. At the conclusion of the survey, 
anonymized survey results were shared with and stored on MDIC servers.

Grouped Question Response Matrix
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Appendix B
Survey Questions & Traceability to JSP V2.0 
Category Topic 2023 Benchmark Question JSP v2 Section

Organization Structure Is a formal Product Security Program in place (e.g. 
structure, framework, product inventory, processes, 
metrics, etc.) and aligned with an industry standard 
such as the NIST Cybersecurity Framework or HSCC 
Joint Security Plan? [JSP V1.0, lines 237 - 258; lines 
326 - 328 ] 

VI., Appendix E

Is an individual designated as the Chief Product 
Security Officer (CPSO), responsible for the Product 
Security Program? [JSP V1.0, lines 1399 - 1408 ] 

Appendix E

Have capable and qualified individuals responsible 
for carrying out product security activities been 
identified with clear roles & responsibilities? [JSP 
V1.0, lines 237 - 258 ] 

VI., Appendix E, 
Appendix F

Governance Are Pre-Market Product Security Processes fully 
integrated with Quality Management Systems 
(QMS)? [JSP V1.0, lines 237 - 258 ] 

VII.

Are Post Market Product Security Processes fully 
integrated with Quality Management Systems 
(QMS) (e.g. threat/signal monitoring, triage risk 
assessment, CERT/ISAO/regulatory notification 
requirements, etc.)? [JSP V1.0, lines 237 - 258; lines 
537 - 559; lines 560 - 570; lines 587 - 595] 

F.1, F.2

Is Product Security fully integrated with Quality 
Audit processes? [JSP V1.0, lines 237 - 258 ] 

VI.

Risk 
Management

Risk Register Are cybersecurity risks and software anomalies 
identified throughout design and development 
(including testing) properly evaluated and managed 
(e.g., tracked in R&D defect tracking systems, design 
history or risk management files)? - How often is this 
activity completed for products? [JSP V1.0, lines 296 
- 303; lines 637 - 643; 1037 - 1039] 

B.1, B.3

Are cybersecurity risks and software anomalies 
identified throughout design and development 
(including testing) properly evaluated and managed 
(e.g., tracked in R&D defect tracking systems, design 
history or risk management files)? - Are formalized 
processes or standards followed? [JSP V1.0, lines 
296 - 303; lines 637 - 643; 1037 - 1039] 

B.1
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Category Topic 2023 Benchmark Question JSP v2 Section
Risk 

Management
Risk 

Assessment
Are cybersecurity risks and software anomalies 
identified throughout design and development 
(including testing) properly evaluated and managed 
(e.g., tracked in R&D defect tracking systems, 
design history or risk management files)? - Are 
metrics tracked, audits performed and performance 
improvement plans documented for this activity? 
[JSP V1.0, lines 296 - 303; lines 637 - 643; 1037 - 1039] 

B.1, B.3

Is a Cybersecurity Risk Assessment performed on 
all identified vulnerabilities potentially impacting 
an on-market product? - How often is this activity 
completed for products? [JSP V1.0, lines 296-303; 
556 - 559] 

A.3, F.2, B.1

Is a Cybersecurity Risk Assessment performed on all 
identified vulnerabilities potentially impacting an 
on-market product? - Are formalized processes or 
standards followed? [JSP V1.0, lines 296-303; 556 - 559] 

A.3, F.2, B.1

Is a Cybersecurity Risk Assessment performed on 
all identified vulnerabilities potentially impacting 
an on-market product? - Are metrics tracked, 
audits performed and performance improvement 
plans documented for this activity? [JSP V1.0, lines 
296-303; 556 - 559] 

A.3, F.2, B.1

Is a unique and standalone process to execute 
cybersecurity risk assessments fully integrated 
with the Quality Management System (QMS) and 
does it require using exploitability as opposed to 
likelihood/probability for risk evaluation, include 
managing both pre and post market risks, and how 
to manage cybersecurity risks that may impact 
patient safety (e.g., integration with safety risk 
assessment process)? [JSP V1.0, lines 329 - 375; 
lines 373 - 375; lines 601 - 635; lines 611 - 635] 

B.1, B.2

Supply Chain Does the organization maintain information security 
policies that apply to any systems or software that 
are used in the development environment? [JSP 
V1.0, lines 378 - 382] 

C.1, D.3

Is a formal Cybersecurity Supply Chain Program 
in place, covering manufacturing, distribution 
environments? [JSP V1.0, lines 378 - 382] 

C.1, C.2
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Category Topic 2023 Benchmark Question JSP v2 Section
Risk 

Management
Supply Chain Have cybersecurity control baselines been 

established for the development environment? - 
How often is this activity completed for products? 
[JSP V1.0, lines 378 - 382] 

D.1, D.2, D.3

Have cybersecurity control baselines been 
established for the development environment? - Are 
formalized processes or standards followed? [JSP 
V1.0, lines 378 - 382] 

D.1, D.2, D.3

Have cybersecurity control baselines been 
established for the development environment? - Are 
metrics tracked, audits performed and performance 
improvement plans documented for this activity? 
[JSP V1.0, lines 378 - 382] 

D.1, D.2, D.3

Has the organization implemented Cybersecurity 
Supply Chain processes? [JSP V1.0, lines 378 - 382] 

C.1, C.2

Has the organization implemented Cybersecurity 
Supply Chain incident management processes? 
[JSP V1.0, lines 378 - 382] 

C.2, F.3

Have cybersecurity control baselines been 
established for the technology in the supply chain 
environment? - How often is this activity completed 
for products? [JSP V1.0, lines 378 - 382] 

C.1, C.2, D.1, 
D.2, D.3

Have cybersecurity control baselines been 
established for the technology in the supply 
chain environment? - Are formalized processes or 
standards followed? [JSP V1.0, lines 378 - 382] 

C.1, C.2, D.1, 
D.2, D.3

Have cybersecurity control baselines been 
established for the technology in the supply chain 
environment? - Are metrics tracked, audits performed 
and performance improvement plans documented 
for this activity? [JSP V1.0, lines 378 - 382] 

C.1, C.2, D.1, 
D.2, D.3

Are cybersecurity risks identified in the 
organization's Supply Chain Environment 
managed in alignment with the organization’s risk 
management process? - How often is this activity 
completed for products? [JSP V1.0, lines 378 - 382] 

C.2, B.1

Are cybersecurity risks identified in the 
organization's Supply Chain Environment 
managed in alignment with the organization’s risk 
management process? - Are formalized processes or 
standards followed? [JSP V1.0, lines 378 - 382] 

C.2, B.1
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Category Topic 2023 Benchmark Question JSP v2 Section
Risk 

Management
Supply Chain Are cybersecurity risks identified in the organization's 

Supply Chain Environment managed in alignment 
with the organization’s risk management process? 
- Are metrics tracked, audits performed and 
performance improvement plans documented for 
this activity? [JSP V1.0, lines 378 - 382] 

C.2, B.1

Have Supply Chain Cybersecurity Processes been 
fully integrated with Quality Management Systems 
(QMS)? [JSP V1.0, lines 378 - 382] 

C.1, C.2

Third Party 
Entities

Does the organization maintain a supplier 
cybersecurity risk management program including 
which type of suppliers require an assessment and the 
frequency of assessment? [JSP V1.0, lines 384 - 390] 

C.1, C.2

Have cybersecurity requirements been incorporated 
into supplier contractual agreements? [JSP V1.0, 
lines 384 - 390; 1153 - 1225] 

C.1, C.2

Have third party cloud tools used in the 
development been documented and assessed for 
cybersecurity? - How often is this activity completed 
for products? [JSP V1.0, lines 384 - 390] 

B.1, B.2, B.3

Have third party cloud tools used in the 
development been documented and assessed 
for cybersecurity? - Are formalized processes or 
standards followed? [JSP V1.0, lines 384 - 390] 

B.1, B.2, B.3

Have third party cloud tools used in the development 
been documented and assessed for cybersecurity? 
- Are metrics tracked, audits performed and 
performance improvement plans documented for 
this activity? [JSP V1.0, lines 384 - 390] 

B.1, B.2, B.3

Exceptions Has labeling for product security been defined and 
documented in customer facing documentation 
(e.g., IFU, user guide, MDS2, SBOM) in alignment 
with regulatory guidance and/or industry best 
practices? - How often is this activity completed for 
products? [JSP V1.0, lines 637 - 643] 

D.1, F.5, 
Appendix D

Has labeling for product security been defined and 
documented in customer facing documentation 
(e.g., IFU, user guide, MDS2, SBOM) in alignment 
with regulatory guidance and/or industry best 
practices? - Are formalized processes or standards 
followed? [JSP V1.0, lines 637 - 643] 

D.1, F.5, 
Appendix D
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Category Topic 2023 Benchmark Question JSP v2 Section
Design 
Control

Design Input 
Security 

Requirements

Has labeling for product security been defined and 
documented in customer facing documentation 
(e.g., IFU, user guide, MDS2, SBOM) in alignment 
with regulatory guidance and/or industry best 
practices? - Are metrics tracked, audits performed 
and performance improvement plans documented 
for this activity? [JSP V1.0, lines 637 - 643] 

D.1, F.5, 
Appendix D

Have cybersecurity requirements been established, 
following an industry recognized standard or 
guidance? - How often is this activity completed for 
products? [JSP V1.0, lines 400 - 410] 

D.1, E.1

Have cybersecurity requirements been established, 
following an industry recognized standard or 
guidance? - Are formalized processes or standards 
followed? [JSP V1.0, lines 400 - 410] 

D.1, E.1

Have cybersecurity requirements been established, 
following an industry recognized standard or 
guidance? - Are metrics tracked, audits performed 
and performance improvement plans documented 
for this activity? [JSP V1.0, lines 400 - 410] 

D.1, E.1

Standards 
and Testing

Do cybersecurity requirements include secure-by-
design principles (e.g., system hardening, system 
patching, coding standards, etc.)? - How often is this 
activity completed for products? [JSP V1.0, lines 413 
- 418; lines 420 - 425] 

D.1, E.1

Do cybersecurity requirements include secure-by-
design principles (e.g., system hardening, system 
patching, coding standards, etc.)? - Are formalized 
processes or standards followed? [JSP V1.0, lines 
413 - 418; lines 420 - 425] 

D.1, E.1

Do cybersecurity requirements include secure-by-
design principles (e.g., system hardening, system 
patching, coding standards, etc.)? - Are metrics 
tracked, audits performed and performance 
improvement plans documented for this activity? 
[JSP V1.0, lines 413 - 418; lines 420 - 425] 

D.1, E.1

Has validation testing been executed, ensuring 
all implemented cybersecurity requirements are 
functioning as intended and without uncontrolled 
or unacceptable vulnerabilities (e.g., penetration 
testing, vulnerability scanning, fuzz testing, 
robustness testing, SBOM scanning, etc.)? - How 
often is this activity completed for products? [JSP 
V1.0, lines 436 - 440; lines 441 - 452] 

E.3
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Category Topic 2023 Benchmark Question JSP v2 Section
Design 
Control

Standards 
and Testing

Has validation testing been executed, ensuring 
all implemented cybersecurity requirements are 
functioning as intended and without uncontrolled 
or unacceptable vulnerabilities (e.g., penetration 
testing, vulnerability scanning, fuzz testing, 
robustness testing, SBOM scanning, etc.)? - Are 
formalized processes or standards followed? [JSP 
V1.0, lines 436 - 440; lines 441 - 452] 

E.3

Has validation testing been executed, ensuring 
all implemented cybersecurity requirements are 
functioning as intended and without uncontrolled 
or unacceptable vulnerabilities (e.g., penetration 
testing, vulnerability scanning, fuzz testing, 
robustness testing, SBOM scanning, etc.)? - Are 
metrics tracked, audits performed and performance 
improvement plans documented for this activity? 
[JSP V1.0, lines 436 - 440; lines 441 - 452] 

E.3

Has cybersecurity testing been defined and 
executed, based on a product's design and intended 
use environment (e.g., SAST, SCA, Vulnerability 
Scanning, etc.)? - How often is this activity 
completed for products? [JSP V1.0, lines 420 - 425] 

E.2, Appendix H

Has cybersecurity testing been defined and 
executed, based on a product's design and intended 
use environment (e.g., SAST, SCA, Vulnerability 
Scanning, etc.)? - Are formalized processes or 
standards followed? [JSP V1.0, lines 420 - 425] 

E.2, Appendix H

Has cybersecurity testing been defined and 
executed, based on a product's design and 
intended use environment (e.g., SAST, SCA, 
Vulnerability Scanning, etc.)? - Are metrics tracked, 
audits performed and performance improvement 
plans documented for this activity? [JSP V1.0, lines 
420 - 425] 

E.2, Appendix H

Are validated patches deployed using an 
established method? - How often is this activity 
completed for products? [JSP V1.0, lines 672 - 690] 

D.4, F.4

Are validated patches deployed using an 
established method? - Are formalized processes or 
standards followed? [JSP V1.0, lines 672 - 690] 

D.4, F.4
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Category Topic 2023 Benchmark Question JSP v2 Section
Design 
Control

Standards 
and Testing

Are validated patches deployed using an established 
method? - Are metrics tracked, audits performed 
and performance improvement plans documented 
for this activity? [JSP V1.0, lines 672 - 690] 

D.4, F.4

Are routine update and patch management 
plans established in support of product launch 
covering both product software and third-party 
components? - How often is this activity completed 
for products? [JSP V1.0, lines 427 - 434; 645 - 700] 

A.3, D.4

Are routine update and patch management 
plans established in support of product launch 
covering both product software and third-party 
components? - Are formalized processes or 
standards followed? [JSP V1.0, lines 427 - 434; 645 - 
700] 

A.3, D.4

Are routine update and patch management 
plans established in support of product launch 
covering both product software and third-party 
components? - Are metrics tracked, audits 
performed and performance improvement plans 
documented for this activity? [JSP V1.0, lines 427 - 
434; 645 - 700] 

A.3, D.4

Are cybersecurity verification and validation 
test failures properly managed (e.g., failed 
requirements, patching failures, etc.)? - How often is 
this activity completed for products? [JSP V1.0, lines 
672 - 690] 

E.1, E.3

Are cybersecurity verification and validation 
test failures properly managed (e.g., failed 
requirements, patching failures, etc.)? - Are 
formalized processes or standards followed? [JSP 
V1.0, lines 672 - 690] 

E.1, E.3

Are cybersecurity verification and validation 
test failures properly managed (e.g., failed 
requirements, patching failures, etc.)? - Are metrics 
tracked, audits performed and performance 
improvement plans documented for this activity? 
[JSP V1.0, lines 672 - 690] 

E.1, E.3
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Category Topic 2023 Benchmark Question JSP v2 Section
Design 
Control

Customer 
Requirements

Do service and support personnel have procedures 
for requesting access to customer systems and 
restoring security measures? - How often is this 
activity completed for products? [JSP V1.0, lines 455 
- 472] 

D.4, F.4

Cybersecurity 
Management 

Plan

Do service and support personnel have procedures 
for requesting access to customer systems and 
restoring security measures? - Are formalized 
processes or standards followed? [JSP V1.0, lines 
455 - 472] 

D.4, F.4

Do service and support personnel have procedures 
for requesting access to customer systems and 
restoring security measures? - Are metrics tracked, 
audits performed and performance improvement 
plans documented for this activity? [JSP V1.0, lines 
455 - 472] 

D.4, F.4

Are controls in place for service personnel to 
uniquely authenticate to customer systems? - How 
often is this activity completed for products? [JSP 
V1.0, lines 475 - 477] 

A.3, D.1, D.4, F.4

Are controls in place for service personnel to 
uniquely authenticate to customer systems? - Are 
formalized processes or standards followed? [JSP 
V1.0, lines 475 - 477] 

A.3, D.1, D.4, F.4

Are controls in place for service personnel to 
uniquely authenticate to customer systems? - Are 
metrics tracked, audits performed and performance 
improvement plans documented for this activity? 
[JSP V1.0, lines 475 - 477] 

A.3, D.1, D.4, F.4

Is there an established policy and procedure 
around the use of removable media with products 
and handling of customer data? - How often is this 
activity completed for products? [JSP V1.0, lines 479 
- 495] 

A.3, D.1, D.4, F.4

Is there an established policy and procedure 
around the use of removable media with products 
and handling of customer data? - Are formalized 
processes or standards followed? [JSP V1.0, lines 
479 - 495] 

A.3, D.1, D.4, F.4
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Category Topic 2023 Benchmark Question JSP v2 Section
Design 
Control

Cybersecurity 
Management 

Plan

Is there an established policy and procedure around 
the use of removable media with products and 
handling of customer data? - Are metrics tracked, 
audits performed and performance improvement 
plans documented for this activity? [JSP V1.0, lines 
479 - 495] 

A.3, D.1, D.4, F.4

Do products have anticipated end of life and/or end 
of support dates established with consideration to 
supporting third-party products and components? 
- How often is this activity completed for products? 
[JSP V1.0, lines 703 - 726] 

D.1, D.2, E.2, 
F.2, F.5

Do products have anticipated end of life and/or end 
of support dates established with consideration to 
supporting third-party products and components? 
- Are formalized processes or standards followed? 
[JSP V1.0, lines 703 - 726] 

D.1, D.2, E.2, 
F.2, F.5

Do products have anticipated end of life and/or end 
of support dates established with consideration to 
supporting third-party products and components? 
- Are metrics tracked, audits performed and 
performance improvement plans documented for 
this activity? [JSP V1.0, lines 703 - 726] 

D.1, D.2, E.2, 
F.2, F.5

Is total-product-lifecycle cybersecurity planning 
performed during concept and early in design and 
development? - How often is this activity completed 
for products? [JSP V1.0, lines 305 - 323] 

A.1, A.3, D.4

Is total-product-lifecycle cybersecurity planning 
performed during concept and early in design 
and development? - Are formalized processes or 
standards followed? [JSP V1.0, lines 305 - 323] 

A.1, A.3, D.4

Is total-product-lifecycle cybersecurity planning 
performed during concept and early in design and 
development? - Are metrics tracked, audits performed 
and performance improvement plans documented for 
this activity? [JSP V1.0, lines 305 - 323] 

A.1, A.3, D.4

Complaint 
Handling

Customer 
Complaint 
Escalation

Are Complaint Handling systems capturing 
and tracking cybersecurity risks and are they 
periodically monitored for potential vulnerabilities 
that may impact on-market products? - How often is 
this activity completed for products? [JSP V1.0, lines 
296-303; 556 - 559; lines 537 - 559] 

F.1, D.4
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Category Topic 2023 Benchmark Question JSP v2 Section
Complaint 
Handling

Security 
Incident 

Management, 
Response, and 
Communication

Are Complaint Handling systems capturing 
and tracking cybersecurity risks and are they 
periodically monitored for potential vulnerabilities 
that may impact on-market products? - Are 
formalized processes or standards followed? [JSP 
V1.0, lines 296-303; 556 - 559; lines 537 - 559] 

F.1, D.4

Are Complaint Handling systems capturing 
and tracking cybersecurity risks and are they 
periodically monitored for potential vulnerabilities 
that may impact on-market products? - Are 
metrics tracked, audits performed and 
performance improvement plans documented for 
this activity? [JSP V1.0, lines 296-303; 556 - 559; 
lines 537 - 559] 

F.1, D.4

Are internal teams engaged within 30 days of a 
reported security vulnerability or incident and 
updated every 60 days thereafter? - How often is 
this activity completed for products? [JSP V1.0, lines 
574 - 576] 

F.2, F.3

Are internal teams engaged within 30 days of a 
reported security vulnerability or incident and 
updated every 60 days thereafter? - Are formalized 
processes or standards followed? [JSP V1.0, lines 
574 - 576] 

F.2, F.3

Are internal teams engaged within 30 days of a 
reported security vulnerability or incident and 
updated every 60 days thereafter? - Are metrics 
tracked, audits performed and performance 
improvement plans documented for this activity? 
[JSP V1.0, lines 574 - 576] 

F.2, F.3

Are product security incidents managed, and are 
plans periodically tested? - How often is this activity 
completed for products? [JSP V1.0, lines 571 - 595] 

A.3, F.3

Are product security incidents managed, and are 
plans periodically tested? - Are formalized processes 
or standards followed? [JSP V1.0, lines 571 - 595] 

A.3, F.3

Are product security incidents managed, and are 
plans periodically tested? - Are metrics tracked, 
audits performed and performance improvement 
plans documented for this activity? [JSP V1.0, lines 
571 - 595] 

A.3, F.3
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Category Topic 2023 Benchmark Question JSP v2 Section
Security 
Incident 

Management, 
Response, and 
Communication

Is a Product Security public facing website available 
for customers to review for product security 
information (e.g., routine update and patch 
information, bulletins and advisories related to 
vulnerabilities or incidents)? - How often is this 
activity completed for products? [JSP V1.0, lines 577 
- 586; 691 - 700] 

D.4, F.5

Is a Product Security public facing website 
available for customers to review for product 
security information (e.g., routine update and 
patch information, bulletins and advisories related 
to vulnerabilities or incidents)? - Are formalized 
processes or standards followed? [JSP V1.0, lines 
577 - 586; 691 - 700] 

D.4, F.5

Is a Product Security public facing website available 
for customers to review for product security 
information (e.g., routine update and patch 
information, bulletins and advisories related to 
vulnerabilities or incidents)? - Are metrics tracked, 
audits performed and performance improvement 
plans documented for this activity? [JSP V1.0, lines 
577 - 586; 691 - 700] 

D.4, F.5

Remediation 
Planning

Are Cybersecurity Routine Updates & Patches 
properly managed in alignment with regulatory 
guidance and/or industry best practices (e.g. US 
FDA requirements for controlled/uncontrolled risk)? 
- How often is this activity completed for products? 
[JSP V1.0, lines 615 - 626] 

D.4, F.4

Are Cybersecurity Routine Updates & Patches 
properly managed in alignment with regulatory 
guidance and/or industry best practices (e.g. US 
FDA requirements for controlled/uncontrolled risk)? 
- Are formalized processes or standards followed? 
[JSP V1.0, lines 615 - 626] 

D.4, F.4

Are Cybersecurity Routine Updates & Patches 
properly managed in alignment with regulatory 
guidance and/or industry best practices (e.g. US 
FDA requirements for controlled/uncontrolled 
risk)? - Are metrics tracked, audits performed and 
performance improvement plans documented for 
this activity? [JSP V1.0, lines 615 - 626] 

D.4, F.4
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Category Topic 2023 Benchmark Question JSP v2 Section
Remediation 
Planning

Are external communication plans developed for 
responding to vulnerabilities and/or incidents 
in alignment with regulatory guidance and/or 
industry best practices (e.g. US FDA requirements 
for controlled/uncontrolled risk)? - How often is this 
activity completed for products? [JSP V1.0, lines 615 
- 626] 

A.3, F.3, F.5

Are external communication plans developed for 
responding to vulnerabilities and/or incidents 
in alignment with regulatory guidance and/or 
industry best practices (e.g. US FDA requirements 
for controlled/uncontrolled risk)? - Are formalized 
processes or standards followed? [JSP V1.0, lines 
615 - 626] 

A.3, F.3, F.5

Are external communication plans developed for 
responding to vulnerabilities and/or incidents in 
alignment with regulatory guidance and/or industry 
best practices (e.g. US FDA requirements for 
controlled/uncontrolled risk)? - Are metrics tracked, 
audits performed and performance improvement 
plans documented for this activity? [JSP V1.0, lines 
615 - 626] 

A.3, F.3, F.5
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